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1. IEPEYEHb KOMIETEHIIUA U DTATIbI UX ®OPMUPOBAHUS B
IMPOLECCE OCBOEHUS JUCHUIIIMHBI
1.1. @OH/ OLEHOYHBIX CPEACTB IpeIHa3HA4YeH Ui OLIEHKU pe3yabTaTOB OOy4YeHHs IO
y4eOHON TUCITUTIIINHE.
Pabo4eit nporpaMmmoii 1MCHUIIMHBI (MOAYJISA) Pe1ycMOTPeHo (opMUpPOBaHHeE CIeTYHIIUX

KOMIIeTCHIIHIi:
Kon uKox ulliiannpyemsble pe3yJbTaThl 00y4eHHS M0 AUCIHUTIMHE
HAMMEHOBAHUE HAUMEHOBaHME
KOMIIETEHIIUM [MHINKATOpa
BBIIMTYCKHUKA  [10CTH/KEHUS
KOMIIETCHIIUH
OIIK-6. OIIK-6.2. CrocoOeH 3HaeT XapaKTEPUCTUKH M QJITOPUTMBI pa0OThl BAKHEUIIUX COBPEMEHHBIX|
Criocoben HCIIOJIb30BaTh aTmapaTHO-TIPOTPAMMHBIX CPEICTB 3alIUTHl KOMITBIOTEpHOU HHPOpMAIH B chepe
HCIIONB30BaTh | CTICLMATH3UPOBaHHbIE |(00ecnedeHuss HHPOPMALMOHHO 6e30MacHOCTH
COBpEMEHHBIC | HH(POPMALOHHbIC 'YMeeT mpaBHJIBHO BBIOMpPATh HEOOXOMMMBIH YpOBEHb 3aLIMTHI HHPOPMALUH OT
HHOOPMALMOHH | CUCTEMBI Y [HECAaHKLHOHUPOBAHHOTO JJOCTYIA, 4 TAK)KE COOTBETCTBYIOIINE CPEICTBA 3AIITHI
BIC TEXHOJIOTUH | IPOTPaMMHbIC [TpuoOpeTaeT HABBIKK: MPUMEHATh HA MPAKTUKE MEXKIYHAPOIHBIC U POCCUICKHE
U TPOrPaMMHBIC | HHCTPYMEHTBI npH [mpodeccHoHaNbHBIC CTAHAAPTH HHHOPMALMOHHON 6E30MaCHOCTH.
CpeACTBa  IIpH | pEIICHUU
peneHnn po¢eCCHOHATHHBIX
npodeccHoHaNb |3amad
HBIX 33/1a4.
1.2. BxogHoit ypoBeHb 3HaHWM, YMEHWMW, OIbBITA JEATCILHOCTH, TPEOYEeMBIX IS

dbopMUPOBaHUS KOMITETEHITUN

— Ha ypOBHE 3HAHUU: OCHOBHBIC YIpO3bI 0€30MAaCHOCTH MH(POPMAIIUN U MOJETH HAPYIIUTENIS B
ABTOMATH3UPOBAHHBIX CHCTEMax; OCHOBHBIC MEphl MO 3aluTe WH()OpPMAIMK B aBTOMATH3MPOBAHHBIX
CHCTEeMaX; OCHOBHBIC KPUNTOTPAQUUECKUE METOJbI, aJITOPUTMBI, MPOTOKOJBI, HCIIOJIB3YeMbIe s
obecnieueHruss WH(OPMAMOHHONW OE30MAaCHOCTH B ABTOMATHU3MPOBAHHBIX M TEICKOMMYHHKAIIMOHHBIX
CUCTEMax

— Ha ypOBHE YMEHU: pa3pabaThIBaTh U MCCICIOBATh AHAJUTHYECKHE ¥ KOMITBIOTEPHBIC MOJIEIN
ABTOMATU3UPOBAHHBIX CUCTEM U MOJCHCTEM 0€30MTaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM; aHAIM3UPOBATh
Y OLICHUBATh yIPO3bl HHPOPMAITMOHHOHN 0e30MmacHOCTH 00BEKTa

— Ha ypOBHE HABBIKOB: HaBBIKAMH aHAJIM3a U CHHTE3a CTPYKTYPHBIX U (PYHKIIMOHAIBHBIX CXEM
3alMICHHBIX ABTOMATH3UPOBAHHBIX WH(POPMALMOHHBIX CHCTEM; HaBBIKAMH aHajh3a OCHOBHBIX
XapaKTEPUCTUK U BO3MOXKHOCTEH Telle-KOMMYHUKAIIMOHHBIX CUCTEM 10 Tepeaade HHPOopMaIuu

2. CTPYKTYPA ®OC IO JUCHHUTIJIMHE
OneHka TPOBOJUTCS  METOJAOM  COTOCTABJICHHS  TMApaMeTpOB  MPOJEMOHCTPUPOBAHHOM
O6y‘-IaIOH_II/IMC}I HpO,Z[yKTa NCATCIIBHOCTHU C 3aJaHHBIMHU 3TAJIOHAMHU U CTaHI[apTaMI/I 110 KpI/ITepI/I}IM.
Tabmuma — 1.1. OObEKTHI OIlEHUBAHKS 1 HANMEHOBAHNE OIICHOYHBIX CPEJICTB

Howmep n ®opMbI OOBEeKTHI OLICHUBAHUS Bun dopma
HaVMEHOBaHH| TEKYILETO 3aHATHS / | IPOBEIICHUS
e KOHTPOJIA HaumenoBa| oueHku
pa3zaenoB/TeM|ycreBaeMoc HUE YcrHas/
™ / OLICHOYHBIX | TMCbMEHHAs
IIPOMEKYTO CpEACTB
YHOU
aTTeCTallU1
Tema 1 [Texymuit Jlexuus. OcHOBHBIC MOJIOXKEHUS teopun [II1 —ycTHast/
ITocTaHoBK [KOHTPONB | MHPOPMAIIMOHHONW  Oe30macHOCTH  WHGOPMAIMOHHBIX [TOKJIA]  CIUChMCHHAS
a  3ama4yu cucteMm. Llenn u 3amaun nHGHOPMAITMOHHONW 0€30aCHOCTH. [IPE3CHTAIN
obecreueH Ilonsitue YI'PO3BI. Buasi MPOTUBHUKOB unu e, T — tect
us «HaApYILIUTENIEH».
uHpopMaIL IIpakTnueckoe 3aHsTHE. METOABI U CPEACTBA 3aIlIUTHI
HMOHHO uHGOPMAITIH.
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CamocTtosTenbHas pabora. TeopeTnueckas MOATOTOBKA!
M3yYeHNe MaTepHala JIEKIIMOHHbBIX 3aHATHH.
Tembl 3cce: KoMmmproTepHasi MpeCTYMHOCTh B 3apyOekHOM|
3aKoHONATenbCTBE.  KoMIblOTEpHAass  MPECTYMHOCTh B
[POCCUICKOM 3aKOHOJIaTeNnbCcTBe. [lepcoHanbHbIE JTaHHbBIE M|
MaTtepneT. 3anmTa 60a3 TaHHBIX.

Tema 2
OCHOBHBIC
MOHATHUI U
ompezencH
us

JTaHHOU

oOiactu

B

Texymmit
KOHTPOJIb

Jlexusi.  PaspaboTka koHIENmuu WHGOPMAIMOHHOM
Oe3onmacHocTd. MecTo MH(OPMAIMOHHON O€30macHOCTH
SKOHOMHUYECKHUX CHCTEM B HAIIMOHAIBHOW 0€30MacHOCTH
ctpanbl. MHpOopManmoHHas 0€30MacHOCTh B YCIOBHSIX
(hyHKIIMOHMpOBaHUs B Poccuu rino0aibHBIX CHCTEM.
IlpakTHueckoe 3aHsTHE. MeTOAMKAa OLEHKA YPOBHSA
HHGOPMAIMOHHOM 0€30MMaCHOCTH.

CamocTtosTenbHas pabora. TeopeTnyeckas MOATOTOBKA!
M3ydeHUe MaTepuala JISKIMOHHbBIX 3aHATHH.

Tembl acce: MexayHapoIHbIC CTaHIAPTH HHGOPMAITHOHHOM
Oe3omacHocTh. Poccuiickue cTaHmapthl WH()OPMAIIMOHHOMN
Oe3omacHocTr. [lonuTrka MHPOPMAIIMOHHON 0E30MaCHOCTH]
opranm3anuu. O0ecnieueHne 0€30MaCHOCTH OTEPAIIMOHHBIX
CUCTEM.

Jlokmang ¢
Mpe3eHTan
et TecT
BamaHus
Pegepat
[KOJJIOKBHY
M

'YcTHasa
MUChbMEHHAs

Tema 3
CranmapThsl
uHpopMaIl
HOHHOH
Oe3omacHoC
TH

Texymmit
KOHTPOJTb

Jlekumsa.  OCHOBHBIE  HOPMAaTHBHBIE  PYKOBOZSIHE
JIOKYMEHTBI, Kacarolldecsd TOCYJapCTBEHHON TalHBbI,
HOPMaTHBHO-CIIPAaBOYHBIE JTOKyMEHTHl. Ha3HaueHnume wu
3amaun B cdepe obOecriedueHuss HMHYOPMAIIMOHHOM
0e30MmacHOCTH Ha YpOBHE TOCyIdapcTBa. MexXIyHapOoaAHbIC
CTaHAapTH HHPOPMAITMOHHOTO OOMEHa.

[IpakTudeckoe 3ansTre. OyHKIIMOHATBHBIE BO3MOXHOCTH
nporpammel GNUPT.

CamocrositenpHas pabora. TeopeTudeckass TOATOTOBKA:
M3yYeHNE MaTepHala JIEKIMOHHbBIX 3aHATHH.

Tembl acce: BesonacHocts (YHKIMOHUPOBAHUS
MexayHapoaHoi cucreMbel SWIFT. MoleH-HI4ecTBO B ceTH|
Mutepuet. [IpoMbINIUIEHHBIM MINMHOHAX B ceTUd WHTEpHET.
KonkypentHas pasBenka B cetu Wuteprer. Ilonurtukal
MHPOPMALMOHHON Oe30macHOCTH opraHu3auuu. [Ipobnemsl
coONIoie-HUsI aBTOPCKMX TpaB B ceTH VIHTepHeT.
Ob6ecnieueHne MPaBOBOM OXpaHbl KOMIIBIOTEPHBIX IPOTPaMM

Jlokmang ¢
[pe3eHTaIn
et TecT
BamaHus
Pegepat
[KOJJIOKBHY
M

[TrucpMeHHast
'YcTHas

Tema 4
00630p
OCHOBHBIX
TEXHOJIOTH
W 3aIIMTH
uHpopMaIl
HOHHBIX
CHCTEM

Texymmit
KOHTPOJIb

Jlexmus. Tpu  BuUAa  BO3MOXHBIX  HapylIeHUH
UHQOPMAIIMOHHOH  CHUCTEMBI. Anamu3z  crmoco6oB
HapylieHun nH(pOpMaITMOHHOH 0€301MacHOCTH.
TakcoHOMUSI HapylleHHH wuH(pOpMannOHHOW Oe3omac-
HOCTH  BBIUHCIHMTENBHOM  CHCTEMBl W  IPUYUHBL,
00yciaBIUBaOIUE UX CYLIECTBOBAHUE.

[Ipaktudyeckoe 3aHaTue. OCHOBHBIE XapaKTEPUCTHKU
MCD.

CamocrosiTenpHas pabora. TeopeTudeckass TOATOTOBKA:
U3y4YeHHE MaTepualla JICKIIMOHHbBIX 3aHATUH.

Tembl dcce: ANTOPUTM OpraHM3alUM CEKPETHOH CBs3u 0e3
oryOnukoBaHus Kitodel. tepa-1imonnbie 0104HbIe TIHQPHI.
Kpuntocxema  ®eiicrens. CepTudukaius  OTKPBITHIX]
kimoueld. CepTuu-KamoOHHBINA LHEHTP

[KOJIJIOKBUY

Jlokmang ¢
Mpe3eHTan
eif Tect
UlabopaTopH
as 3amaHus
Pedepar

M

'YcTHasa
MUChbMEHHAs

Tema 5
3amura OT
BHUPYCOB

Texymmit
KOHTPOJTb

Jlexius. Tumbl KOMIBIOTEPHBIX BHpPYcOB. YTo Takoe
KOMIIbIOTEpHBIH BUpYc. Kinaccudukanus Bupycos. boprda
c KOMITbIOTE€PHBIMU BUPYCaMHU. CoBpeMeHHbIE
AHTUBUPYCHBIE MPOTPAMMBI; TPEABSBIAEMBIE K HHUM
TpeOoBaHUsL.

Jlokmang ¢
MpEe3CHTAIN
et Tect
UlabopaTopH
as 3amaHus

IIpaktrueckoe 3anrsitre. CpaBHEHHE poccHCKUX VPN,

'YcTHasa
MUCHEMEHHAS

Pedepar

4




CamocTtosiTenbHas pabora. TeopeTwyeckas MOATOTOBKA!
H3yUCHHE MaTepraa JICKITMOHHBIX 3aHATHI.
Tembr acce:
EBxnna i pacyeTa CEeKpeTHOTO Kitoua B anroputMe RSA.
Cr1oco0bI OpraHn3aliy CEKPETHOW CBSI3H.

[IpuMmeHeHne pacIIMpeHHOTo aJIroOpuUTMal

IKOJUIOKBUY
M

Tema 6
MexcereB

bIC OKpPAaHbI

Texymunii
KOHTPOJIb

Jlexumsi. MexceTeBble SKpaHbl: OCHOBHBIE ITOHSTHS,

KJIAaCCU(UKAIIVSI, TIPOTPaMMHAsI M allllapaTHAs peaTi3allusl.

IIpaktuueckoe 3anarue. DL Ha ocHOBe anroputMa Dib-

T'amans.

CamocTtosTenbHas pabora. Teopernyeckas MOATOTOBKA!

U3y4YeHHE MaTepuasa JCKIIMOHHbIX 3aHsITHIl.

Temsl occe: bezomacHOCTh OOJAYHBIX —BBIYHCIICHHA.

bruomerpuieckas ayTeHTU(QHKAIINS TTOJIL30BATEIS
[TpaBoBOE peryiaupoBaHue 3JEKTPOHHOTO
moxymMeHToo00opoTa. IlepconansHble nanHble U MH-TepHET.

CCTAX

3ammra 0a3 MaHHBIX. 3anuTa WH(POPMAIUU B COITMAIBHEIX|

Jlokmang ¢
Mpe3eHTan
et Tect
UlaGopaTopH
as 3amaHus
Pegepat
[KOJUTOKBHY
M

[IrncpMeHHas
yCTHast

Tema 7
Buptyansa

bI€ YaCTHEIC
cetu

Texymmit
KOHTPOJTb

Jlexums. BupryanbHble YacTHBIE CETH:
CITOCOOBI pean3aIiiy.
[Ipaktuueckoe 3austre. Anroputmsl Juddu-Xemimana u
Xunna.
CamocrositenpHas pabora. TeopeTudeckass TMOATOTOBKA:
M3yYeHUE MaTepHala JIEKIIMOHHBIX 3aHATHH.

Tembl acce: Pexxumbl mmdpoBanus ONOYHBIX MIHGPOB.

Ha3HAa4YCHUC,

Pesxxum CDC u ero cBoiictB. Pexxum mmdposanust OFB u erom

Jlokmang ¢
Mpe3eHTann
el Tect
UlabopaTopH
ast 3amaHus
Pedepar
KOJUIOKBUY

[TrucpMeHHast
'YcTHas

CBOMCTBA.
Tema 8 Jlektus. Kpunrosorus: kpunrorpadus u kpunroaHanus; [[lokmanx  cllucbMeHHas
OcHOBHBIE OCHOBHBIC WCIIOJIb3yEeMbIC TOHSATHSI W ONPEACICHHS. MPE3CHTAIM |Y CTHAsS
METOBI OcHoBHI KpunTorpadguu. Buas! atak Ha mwdp. eit Tect
KpUITOrpa IIpaktrueckoe 3ausaTue. Kpunroananns cuMMeTprIHBIX U JlaGopaTopH
(hryeckoii ACUMMETPHUYHBIX IIH(POB. ast 3amaHus
3aIUTHI CamocTtosTenbHas pabora. Teopermueckass moArotoBka: [Pedepar

M3ydeHUe MaTepHala JIEKIMOHHBIX 3aHATHH. [KOJIJTIOKBHY

Tembr acce: Ilaker mporpamm «KpunroH-mudpoBaHUE» .M

IApxHBHOE MU(ppPOBAHUE U ero peanusaius. Kpunromorus:

OCHOBHBIE TTOHATHSI.
Tema 9 Jlexuus. [TpuHIMTIBL MOCTPOEHUSA anroput™a [[{oxknan  clllucemenHas
Anropurm mudpoBanus. Vcmonp3oBaHue MHQPPYIOMIEH CETH IS Mpe3CHTaI| |Y cTHas
BI noctpoeHust anroputma. OOmias cTpykTypa anroputMma it Tect
MMOCTPOEHHU mmdpoBanuss mo  ['OCT  28147-89.  CymHocts JlabopaTtopH
s 3JIEKTPOHHOMN ITU(POBOU ITOAITHCH. ast 3aTaHmst
COBPEMEHH [IpakTudeckoe 3aHsATHE. AITOPUTMEI MTUGPOBAHUSL. Pedepat
BIX MHAGPOB CamocrositenpHas pabora. TeopeTwdeckas IMOATOTOBKA: KOJUIOKBHY
c M3ydeHUe MaTepHala JIEKIIMOHHbBIX 3aHATHH. M

CUMMETpUY Temsl acce: CeTeBoe mHUQpoOBaHUE U €ro peanusanus. Buapl

HBIMHU u aTak Ha Iudp.

acCUMMETpHU

YHBIMU

KITFOYaMH

Tema 10 Jlexmmsi.  TlpoTokomsl  Oe3omacHBIX — dJeKTpoHHBIX [Jlokman  clllmchmenHas
Bo3moxxHO mwiarexedt. I[Iporokon SSL  (Secure Socket Layer). mpesenraiu |YcTHas
CTH [IpoTokon Ge3omacHbIX TpaH3zakuuii B cetn WuTepHer — it Tect
IIPUMEHEHU npotokon SET. UlabopaTopH

s METOJI0B IIpaktrueckoe 3anstre. Kpunroanamms Xam-(pyHKITHHA. ast 3aTaHmst
KPHUIITOrpa CamocrositensHast pabota. Teopernueckass moarotoBka: [Pedepar

bum s U3y4YeHHE MaTepuaa JICKIMOHHBIX 3aHITHH. KOJIJIOKBHY
obecrieueH Tembl occe: Xom-QyHKIMSA: Ha3HA4YCHHWE, TPEOOBAHMUS,M
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3IEKTPOHH
BIX
IIaTexen

cBolicTBa. MeTOIbI

Kpunrorpadpuu Ui oOecreyeHus
0€30MaCHOCTH HNIEKTPOHHBIX IIATEKEH.

pa3aesabl: OYHasA

Bce tembl mIIpome:xyT

ATTCCTAllusA

(O6001IEeHHEBIE

pe3ynabTaThl
TEOPETHYECKUMH 3HAHUSMH UTIPAKTHYECKUMH HaBBIKAMHU

o0yueHHs  TIO

OBJIAJICHUIO

T — rect (1{[lucrmennas
30)

3. IOKA3ATEJIU U KPUTEPUU OLIEHKH KOMIETEHIIAM
Onenka 3HaHUH, yMEHUH, BIaICHUI BBIpaXKaeTcs B MATHOAJUIBHOM cUCTEME.
Tabmuma 3.1 — Texkymnuit KOHTPOJIb

No Kpurepuu oneHuBanus
- Bunst pabot HeynosnerBopu |Y10BIETBOPUTEIH Xopomo OTnyHO
/1
TenpHO (2 6amta) | Ho (3 Gama) (4 6amma) (5 6amtoB)
OtcyTCcTBUE Bricka3bpIBaHUE Bricka3bpIBaHUE
1 IPaGoTa HalydacTusi CTyneHTaETuHUYHOE CYXKICHHIA, aKTHBHOGHEOPIMHAPHBIX CYXKICHUM,
ITEKIIASIX B pabore HABLICKA3bIBAHHUE ydacTHe B paboTe HAaKTMBHOE ydacThe B paldoTe
BaHATUHA BaHATUHA Ha 3aHSATHU
BeICKa3bIBaHHE
IPaboTa HaOTCyTCTBHE N
CYy)KIICHUW, aKTUBHOEBBICKa3bIBaHUE
MPAKTHYECKUX yIacTHs BEnunnuHoe o
yIacTHe B XOJCHCOPIUHAPHBIX  CYXKICHHUH,
BaHATHIX, 00CYXICHHH, BBICKA3bIBAHME,
2 pelIeHus, AKTUBHOE YyYacTHE B XOJE
pereHne  OOUX|PEIICHHH, pereHne
MPABIIILHOE PEIICHUEPEIICHUS, MPaBIWIHLHOC
MPAKTHYECKUX HETPaBUILHOC OIIMOKaMK
c OTIIETHLHBIMHPEIIICHAE 0€3 OTHOO0K
3agad perieHue
BaMeYaHUSIMH
Pabota HA| Bricka3bpIBaHUE
OTCcyTCTBHE N
MPAKTHICCKUAX CYy)KIICHUH, aKTUBHOEBBICKa3bIBaHUE
yIacTHs BEnununuHoe o
BaHATHIX, yIacTHe B XOJCHCOPIUHAPHBIX  CYXKICHHUH,
00CYXICHHH, BBICKA3bIBAHME,
3 |pemeHue pelIeHus, AKTUBHOE Yy4YacTHE B XOJIE
[pereHu N, pereHne C
WHIUBH Ty aTbHBIX MPABIIILHOE PEIICHUEPEIICHUS, MPaBWILHOC
HETPaBHIBLHOC OIIMOKaMK
MPAKTHICCKUAX CLLICHNE c OTIENILHBIMHUPEIIEHNE 0€3 OIIMOOK
Bagad P BaMeYaHUSIMU

Kputepuu orienuBanus GopMyIupyIOTCS 715 KQXKI0M KOMIETEHIIMH U OTPaXaroT JeSTEIbHOCTD
00yyYaromerocs, MoAJaroy0cs H3MEPEHUIO.

Tabnuna 3.2 — O6001IeHHBIE KPUTEPUHU OLICHUBAHUSI OCBOCHUSI KOMIIETEHIIUN

HeynoBneTBOpUTENbHO, Y 10BIETBOPUTENBHO Xoportro OTiauaHo
(2 6anna) (3 6anna) (4 6anna) (5 6anmnoB.)

Komnerenuus He| KomneTeHnmus ocBoeHa. Komnerenuust | KomnereHuus ocBoeHa.

OCBOCHA. OOyuaromuiicss IOKa3bIBacT OCBOCHA. OOyuaromuiics TOKa3bIBaeT TIyOOKHeE
OOyuaromuiics HeoOIuMe 3HaHWs, BXojsmme BOOyJaromuiics | 3HaHWs, JEMOHCTPHPYET YMCHUS U
[MOKA3bIBACT  3HAHWS,COCTAB KOMIICTCHIINU, UMEETIIOKA3bIBACT HAaBBIKY PEIICHUS CJIOKHBIX 3a7ad,
BXOJIIIIIE B COCTaBMpeAcTaBieHHe 00  WXMOJHOTY 3HAHWIL,yMEHHE MPUHUMAThH PEIICHUS, CO3aBaTh
KOMIICTCHIINH, HEMPUMCHEHUH, YMCHHEIEMOHCTPUPYET [ MPUMEHSTHh JTOKYMEHTHI, CBS3aHHEIC C
MOHUMAECT WXU3BICKATh W MCIOJIB30BATHYMEHUS poheCCUOHATBHOMN JESITeTLHOCTRIO;
HEOOXOUMOCTh H/HUIHOCHOBHYIO (BaXXHYTO )HABBIKH pemeHnjcnoco&eH CaMOCTOSATEIILHO  peIaTh
He MOJKET UXIHGOPMAITHIO W3THIIOBBIX 33/1a4  [po0jeMy/3aiauy Ha OCHOBE M3YYEHHBIX
MPUMEHSTH MOJTyYESHHBIX 3HAHHM METOJIOB, TPHEMOB U TEXHOJIOTHH.

4. IHIKAJIA OHEHUBAHUS PE3YJIBTATA
Tabnuna 4.1 —. llkana kpuTepreB oleHUBaHUS KOMIIETSHIIUN
| Ouenka | Coaepxanne




Heynosnersoputens | JleMOHCTpUpYyeT HETOHUMAaHUEIPOOJIEMbl, HE BOCIpHATHE MaTepuaia. PaOora
HO (2 Gasna) HE3aKOHYCHA W/WIIU 9TO IUIaruaT
v JeMoHCTpUpYyeT dYacTHYHOE TMOHMMaHHe mpoOnembl. bonpmuHCTBO TpeboBaHuUi,
HOBJng;f;;eHBHO HPEABABISCMBIX, K 3a/1aHUIO BBITIOMHCHBL. Brnanenue snemenTamu 3371aHHOTO MaTepuaa.
B ocHOBHOM BBITIOTHEHHBIN MaTepHall HOHATEH M HOCUT IEJIOCTHBIA XapakTep
Xopomo JleMOHCTpHUPYET 3HAYUTEIIbHOEC MOHMMAaHHE MPOOIeMbl O003HAYCHHOM ITHUCIUILIMHOM.
4 Ganna) Bce TpeboBanus, npeabsBiseMble K 3aJaHUIO BHITOIHEHBI. CoaepKaHne BBITOTHEHHBIX
( 3a/laHul pacKpBITO U pACCMOTPEHO C pa3HbIX TOYEK 3PEHUS
JemoHCTpHpyeT moiHOoe MoHMMaHue mpobieMsbl. Bee TpeGoBaHMsA, mpeabsaBIseMble K
OO 3aIaHUI0 BBIMTONHEHBI. [IpOAeMOHCTPUPOBAHO YBEpPEeHHOE BIAJCHHE MaTepHuajoM
5 Gano) JUCIWILTAHBL. BBIMONIHEHHBIE 3aaHUs HOCAT IICIOCTHBIX XapakTep, BHITOJHEHBI B
( MOTHOM 00BEMe, CTPYKTYPHPOBaHBI, MPEACTABICHB Pa3IUYHbIE TOYKHA 3PEHHUS,
MIPOAEMOHCTPUPOBAH TBOPUYECKUN TOIXOJ

[lkansl OLIEHWBAHUS W NPOLEIYpPHl OICHWBAHUS pPE3YJIbTaTOB OOYYEHHS IO IUCLUIUINHE
pernameHTHpYroTCs [los10KEHHEM O TEKyIIEM KOHTPOJIE YCIEBAEMOCTH M IIPOMEXKYTOYHOM aTTeCTalluu

o0yJarmuxcs

IO MPOTPaMMaM BEICIIIETO 00pa30BaHUSI.

5. MIEPEYEHD 3AJIAHUI IO JUCIHATLJIMHE
5.1. BAJAHMA IJIA TEKYIIEI'O KOHTPOJIA:
Tabnuua - 5.1 TlepeueHsp 3a1aHU TEKYIIET0 KOHTPOJISE M UX HAMMEHOBAaHHUE

HaumeHoBaHue
OLICHOYHBIX
CpeICTB

Coneprxanue 3a1aHus

JToxmaz C
Mpe3eHTauen

Hambonee pacnpocTpaHeHHbIE YTPO3bl JIOCTYIHOCTH.. [IporpaMMHBIE YIpO3BI JIOCTYITHOCTH.
OCHOBHBIE YIPO3bI ETOCTHOCTH. CTaTHyecKkast U IMHAMUYECKAas [IeJI0CTHOCTh.. OCHOBHBIE YTPO3Hl]
KOH(MUACHIIMATBHOCTH. TakCOHOMHUsI yrpo3 Oe3omacHOCTH. UTO Takoe YS3BHUMOCThH 3allUThI?)
Takconomusi yrpo3 Oe3omacHoctH. OmmOKM B cHCTeMax 3ammMThl. UTO Takoe aHTHBHPYCHAs
nporpamma? BupycHas curnarypa. Buapl aHTHBHpPYCHBIX nporpamm. (OCHOBOITOJIATAOIINE
MPUHIMIBI PEIICHUS 3aJa4d 3aKphITHS KaHAJIOB HECAHKIIMOHUPOBAaHHOTO jocTyma. [loHsatue
MOJINTUKHU W MOJIeNH Oe3omacHOCTH. CTPyKTypa MOHHUTOpa OOpaIIeHHA.

KOJIJIOKBUYM

Metoapl uaeHTUGUKaMU KU ayTeHTH(UKamH. CrnocoObl ayTeHTHU()UKALKUKA — I0JIb30BATEIh)
«3HAET», TOJh30BATEIb «UMEET» W TOJH30BATEIh «ECThb». ba30BBIC MpEICTaBICHUS MOJEICH]
oe3omacHocT. CyOBEKThI, 00BEKTHI U HOoCcTyI. [Ipon3BOIBHOE YIIpaBICHUE TOCTYIIOM CyOBEKTOB K|
00BEKTaM M KOHTPOJIb 32 pacipoCcTpaHeHUEM TIpaB mocTyma. Momens XappucoHa-Py33o0-Yianmana..
MangatHas Mojenb bemna-Jlanamyner. CBOWCTBO mpocToii Oe3omacHocTH. CBOWCTBA OTPAHUYCHHS.
CBolicTBO camocTosiTenbHON 3amuthl. [IpaBuna mepexona. Kakas rinaBHas 3ajgada CTaHIApTOB|
uHpopMaimonHoir  OezomacHoctn?  «OpamkeBas kuura» CIHIA. basoBeie  TpeOoBaHus
0ezomacHOCTH. UeThIpe TPYIIIBI KpUTEPHEB Oe30macHOCTH. EBponeiickue KpuTeprun 0€3011acHOCTH|
MHGOPMAITMOHHBIX TEXHOJIOTHIA. AJICKBATHOCTh CPEJICTB 3alIUTHI. Y POBHU 0€30MACHOCTH CUCTEMBI.

pedepar

1. OcHOBHBIE PpYKOBOAAIIME JOKYMEHTHl ['OCTEXKOMHCCHMH 1O BONpPOCaM 3alIUTHl  OT
HECaHKITMOHUPOBaHHOTO JocTyma K uHbopmarmu. Kinaces! 3amumennoctn.2. 'OCT P NCO MOBK]
15048-2002 «OO0111e KpUTEPUH OLICHKH 0€30I1aCHOCTH HHGOPMAIIHOHHBIX TeXHOIOTHi». [Ipoduim)
BammTel. (yHKouH Oe3omacHocTd. llpemnoxenusi Oe3omacHocTd. 3. OcHOBHBIE (HYHKUIUH
OpraHU3allMOHHO-TIPAaBOBON 0a3bl 3amuThl WHGOpManuu. Bunsl MHOOPMAIIMOHHBIX PECYpPCOB.
Kakyro wuH(OpMaLH OTHOCAT K 3amuinaemoit? 4. [IpusHaku 3amumaeMord HHQOPMAIIHH.
Bnagenpupl  3ammmaemoii  uHpopmaumu.  [loHATHE — «TOCcymapcTBeHHas — TaifHa». 5.
Kpunrorpadudeckue MexaHU3Mbl U IPUMUTHBEL. ba3zoBbie MeTo bl TpeoOpa3oBanus HHPOPMALTUH
ucroyb3yemble B Kpurnrtorpadun. OCHOBHBIE TPYIIIBI METOAOB 3alllUTHBIX MPEOOpa30OBaHUIA.
IMeToapl MepecTaHOBKH, MOJCTAHOBKH, aJJIWTHBHbIE U KOMOuMHHMpoBaHHBIE. 6. Kpunrorpadmus c
cumMmeTpuuHbIME  KirodaMu. Asroputm  DES, TOCT 28147-80., IDEA. IlpeumymecTtBa ¥
HEJAOCTAaTKH KpHUNTOTpaduu C CHMMETPHYHBIMH KIIOYaMH. 7. ACCHMETPUYHBIE aITOPUTMEL
mudpoBanus. Kpunrocuctema ¢ oTKpbITBIM — KiIouoM RSA. XOUI-pyukuus. Ilonsrtue
onHocTopoHHeH ¢yHkumu. Komnmusus xom-pynkuun. 8. Mepapxudeckuit meron pa3paboTkh
BaIUIICHHBIX CUCTeM. [IOHSITHE MOBEPEHHOW BBIYMCIMTEIbHON cpensl (trusted computing base -
TCB)

UlaGopatopHast

UlaboparopHast pabota 1. CO0op MCXOOHBIX AaHHBIX ISl ayauTa uHpopMannoHHoH bezomacHocTH
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o0bekTa JlabopaTopHas paboTa 2. BrisiBneHue ys3BUMOCTe HHPOPMAIIOHHOH CHCTEMBI
UlaGopaTopHas padota 3. ineHTH(UKAIIAS 3aIIUTHEIX MEXaHU3MOB
UlaGopartopHast pabota 4. UneHTHHUKaINs HApYIIUTeNeH

BagaHus 1. MexnyHapoaHble cTaHZApTHl B cdepe ynpaBieHUs WHPOPMAIUMOHHOH OE€30MacHOCTBHIO. 2.

[IporpaMMHBIE ¥ TpPOrpaMMHO-aNIIapaTHBIE CpencTBa 3amuTel HHGopManuu. 3. IIporpammHbie
CpellCTBAa aBTOMATH3AIMH MNPOIEAyp NpPOBEACHHUA ayauTa WH(GOPMAIMOHHON O0e30macHOCTH U
aHaM3a TONUTHKY HH(OpMannoHHOW Oe3omacHocTH. 4. IlporpamMmHbIe cpencTBa MOAACPIKKH
NpOLIECCOB yIpaBieHNs] HH)OPMAIIMOHHOM 6€301aCHOCTHIO

Tembl TecToBbIX 3asianuii: Tema 1 basoBsie Bonpock! ynpasienus b
Tema 2. Cuctemsl ynpasieHus b

Tewma 3. OcHoBHI ynipaBneHus puckamu Ub

Tema 4. [Iponecch yrpasienus Ub.

Tema 5. BHenpenue pa3paO0oTaHHBIX TPOIECCOB

Tema 6. [Iponecc «Ynpasnenue unuuaeHTamu by

Tewma 7. Oxcrutyatanus U He3aBucuMblil ayaut CYUDB

5.2 KOHTPOJIBHBIE BOITPOCHI JJISI TEKYIIENH ATTECTAIIMA OBYYAIOIIUXCS
IlepBasi KOHTPOJILHAS TOYKA - B popMe T0KJIaAa (MMCbMEHHAast).

Temsbl noknanoB: Tembl TOKIaN0B C Ipe3eHTaUEn

1. buznec-opuentupoBanHoe yrpasieHue T Ha cOBpeMEHHOM MPEINpPUSITHH.

2. Bunel nporpaMM TEXHHYECKOTO OOCITYKMBaHUS (CTaHAAPTHBIC TPOTPAMMBI).

3. 3Ha4YeHHE TEXHUUYECKOTO 0OCITYKUBAHUSI.

4. Kak 00ci1yXKMBatOTCsl BBICOKOKPUTHYHBIE CUCTEMBI.

5. Konnenmmust ynpasnenus UT-nmoapaznenennem — IT Service Management.

6. dyHKIMOHAIBHBIE TpeOoBaHMs. Bonpock! rapanTuii 1 3ppeKTUBHOCTH B €BpOTIEHCKOM

cranaapte ITSEC

7. F'apanTin 6€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM B CHUCTEME OOIINX KPUTEPUEB

8. Kimaccudukanust 3amuimeHHOCTH KOMITBIOTEPHOU CUCTEMBI TI0 TPEOOBaHUSIM 0€301TaCHOCTH

UH(POPMALIUU B CUCTEME OOIINX KPUTEPUEB

9. OcHOBHBIE Yyrpo3bl 6€30MaCHOCTH HH(OPMALINK B KOMITBIOTEPHBIX CHCTEMaX

10. T'ocymapcTBeHHas! TOTUTHKA B 00J1aCTH O€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM

11. TTopsimok cepTuduKanuy CpeacTB 3auuThl nHPopManuu 1j1s pazpadborurka C3U.

12. Tlopsimok cepTuduKauy 3aUIEHHBIX HHPOPMAIIMOHHBIX CHCTEM

13. TTopsimok muIleH3UPOBaHKs B 00JIACTH CO3AaHUS CPEJICTB 3aIlIUThI HH(POpMAIUU 1

3aIIUIICHHBIX HH()OPMAIIMOHHBIX CHCTEM

14. Pa3paboTka MoMUTHK O€30MaCHOCTH JIJIsl 3aIIUIIIEHHBIX KOMITBIOTEPHBIX CUCTEM

15. Topsinok arTecTaliy 3alMIIEHHBIX KOMIBIOTEPHBIX CUCTEM

16. Kputepuu >3¢dpexruBaoctr padotsr UC.

17. OnepaTUBHBIE MEPOIIPUSTHSL.

18. Opranmzanus Texaudeckoro oocmyxuBanus UT.

19. IInaHOBBIE MEPONIPUSITHSIL.

20. IlonsiTue rapaHTUU.

21. Ilopsnok BHenpenust SLM-cucTeMsl.

22. Ilopsanok OCylIeCTBIEHUS TrapaHTHH.

23. IlpenmymiectBa BHeApeHus [TSM.

24. [Ipy4rHBI OTKa3a B TAPAaHTUWHOM OOCITY)KMBaHUHU.

25. IlporpaMMbl TEXHHUYECKOTO OOCITY)KUBAHHUS.

26. PazoBble MEpOTIPUATHS.

27. PacmmpeHHble TpOrpaMMbl TEXHHUYECKOTO 00CITYKUBAHUSL.

28. PeriiaMmeHTHBIE MEPOTIPUSTHSL.

29. Cognepxxanue moaenu ITSM HP. IIpoueccs! B3aumoneiictust u UT-cimyxo.

30. Conepxxanne moaenu ITSM HP. IIpoiieccel npoeKTHPOBAHUS U YIPABICHUS YCIyraMHu.

31. Coneprxanue mozenu ITSM HP. [Iporneccsl pa3paboTku yciyr.

32. Conepxxanne moaenu ITSM HP. IIpoueccel sxcmutyaTanum.
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33. CxeMbl TEXHHUYECKOTO OOCITY>KUBAHHUS.
34. Dranonnas monaens Hewlett-Packard ynpasnenust UT-ycnyramu.
MeTtoauyeckue peKOMeH Al u:

OO0yuaromuiicss MOXKET TOATOTOBUTE HE OoJiee MATH TOKJIA0B C Npe3eHTamnueil. Kpurepun onenku
OJTHOTO JIOKJIaJia C TMpe3eHTaluel: 5 0ayioB BBICTABISIETCS OOYYaroLIeMyCsi, €CIIM OH TEepPEUUCIIsieT BCe
CYILIECTBEHHBIE XapaKTEPUCTUKH OOO03HAYEHHOIO B BONpPOCE IMpEeAMETa M BO3MOXKHBIE BapUaHTHI
JaNbHEHIIETro Pa3BUTHUS PELLICHUS IPOOJIEMBI, €CIIH 3TO BO3MOXKHO; 4 0aiiyia, eCiM CTyIEHT PacKpbUI TOJIBKO
4acTh OCHOBHBIX MOJIOXEHHI BOMpoca, MPOJAEMOHCTPUPOBATl HETOUHOCTh B MPEACTABIECHUSIX O IIPEIMETE
Bompoca; 3 Oana, eciu CTyIeHT 0003HaYMII OOIIYI0 TPACKTOPHIO OTBETA, HO HE CMOT KOHKPETU3UPOBATh
OCHOBHbIE KOMITOHEHTHI; 2 Oajia, eciau CTyJEeHT He MPOJEMOHCTPUPOBAI 3HAHWNW OCHOBHBIX NOHSTH,
IpeCTaBICHUN 00 H3y4aeMOM IpeIMeTe.

MeTtoauueckue yKa3aHusl 110 HaMMCAHUIO JTOKJIaa ¢ npe3enTanueil. TpeboBanus, mpeabsaBisieMble
K JTIOKJIaJy C IIPE3EHTALMEH:

1. OO0beM NoKJIa] HE TOJDKEH IpeBbimath 5-8 crpanwuil. [ledats mpousBoautcs uepe3 1,5
UHTEpBaJIa, pa3mep mpudTta 14, c BeipaBHUBaHMEM 110 mupHHE. JIeBoe mose aucra 30 MM, mpasoe — 10 mMm,
BepxHee — 20 MM, HikHee 20 MM. TekcT momkeH ohopmisIThes ab3amaMu ¢ oTcTynom 1,25 cm.

2. Dcce T0DKHO BOCTIPUHUMATRCS KaK €MHOE IIeTI0e, Uesl TOJKHA OBITh SICHOW U TIOHSATHOM.

3. HeoOxomuMo mucaTh KOpPOTKO M SICHO. DCCE€ HE JIOJDKHO COJIEP)KaTh HUYETO JIUIIHETO,
JOJIKHO BKJTIOYATh TOJBLKO Ty HH(OpMAIIHIO, KOTOopas HeoOX0IuMa JIJIsl paCKPBITHUS Ballled MO3UIIUN, U]ICH.

4, Jloknag MOMKHO HWMETh TPaMOTHOE KOMITO3HMIITMOHHOE IOCTPOCHHE, OBITh JIOTUYHBIM,
YETKHUM IO CTPYKTYpE.

5. Kasxprit ab3ar1 TokJaj T0JDKEeH COIepkKaTh TOJIBKO OHY OCHOBHYIO MBICITb.

6. Jloknaa [OMKEH TOKa3blBaTh, UYTO €ro AaBTOP 3HAET U OCMBICIIEHHO HCIOJIb3YET
TEOPETHYECKHUE TIOHATHUS, TS PMHUHBI, 0000IICHNS, MUPOBO33PEHUYECKHE UICH.

7. Jloknan AOJDKeH coepkaTh yOeAMTENbHYIO apryMEHTALUIO 3asBICHHOM IO mpobieme
TTO3UITIH.

KOHTPOJIbHAS TOYKA - B popMe TecTa (MUCHbMEHHAs).
TecTbl
1.Yto Takoe moMeH 0e30I1acHOCTH?
a) coOpaHue Y4aCTHUKOB O€30MaCHOCTH, UMEIOIINX €UHBIN LIEHTP, UCIIOJIB3YIOIUHN eTUHYIO
0a3y, eqUHYI0 TPYIIOBYIO U JIOKAJIBbHYIO MOJMTUKH, OTpaHUYEHUE BpEMEHHU PaOOThl y4ETHOW 3amucH U
IpoYre MapamMeTphl, 3SHAYUTEIHHO YIPOIIaoiie padoTy CUCTEMHOTO aIMUHUCTPATOPa
OpraHM3aIiy, €CIU B HEW HKCIUTyaTUPYETCs OOJIBIIIOE YMCIIO KOMITBIOTEPOB
b) BupTyanbHast YaCTHas CETh C €UHBIM LIEHTPOM YIPABJICHUS
C) JIOKaJIbHAas CeTh, HE UMEIOIAs BBIX0/1a B CETH CBSI3U OOLIETO MOJIb30BaHUS
d) cereBas omnepanuoHHas cucTeMa
2.Kakoe u3 TpeboBaHni HEOOSI3aTEIBHO JIs1 OTIEPAIIMOHHBIX CHCTEM, CEPTU(HUIIMPOBAHHBIX 110 5
knaccy P/ CBT?
a) JlomxHbI OBITH IPEYCMOTPEHBI CPEACTBA YIPABIEHUS, OTPaHUYNBAIOLINE PACTIPOCTPAHEHUE
npaB Ha JOCTYII
b) OC nomxHa cofepxKaTb MEXaHU3M, IPETBOPSAIOMININ B )KU3Hb IUCKPELUOHHBIE PaBUjla pa3rpaHuyeHUs
JoCTyma
¢) Kontponb noctymna nomkeH ObITh MPUMEHUM K K&KJIOMY OOBEKTY M KaXKIOMY CYOBEKTY (MHIUBHUIY WITH
TpyNIe paBHOMPABHBIX UHIUBUIIOB)
d) B OC nomxken ObITh peaqn30BaH IUCTIETUEP AOCTYIA, T.€. CPEIACTBO, OCYIIECTBISAIONIEE IMePEXBaT BCeX
oOpamieHuii cyOBeKTOB K OOBEKTaM, a TakXe pPa3rpaHudYeHUE JOCTYNa B COOTBETCTBUH C 3aJlaHHBIM
MPUHIIMIIOM pa3TpaHUyuEHus JOCTYIa
3.IIpucyrctBytor a1 B OC cemelictBa Windows MeXaHHM3MBbI, OCYHIECTBISIONINE KPUITOTpapuuecKue
npeoOpa3oBaHms?
a) HeT
b) npucytcTBytoT Mexanu3mel DLI1 u xemmpoBanus
C) IPUCYTCTBYIOT MEXaHU3MbI 0OMEHa KIII0YaMH
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d) IpucCyTCTBYIOT MEXaHU3MBI JJIi CAMMETPUYHOTO IU(PPOBAHMS JaHHBIX

4.Yto takoe PAM?

a) Habop OMOIMOTEK MOAKITIOYAEMBIX MOAYJIEH MU (POBAHUS

b) HaOOP OTKPHITHIX OMOIUOTEK MOJKITIOUYAEMBIX MOYJICH ayTeHTU(UKAITUN

¢) HabOp OTKPBITHIX OMOIMOTEK MOJIKIIOYAEMBIX MOIYJICH PE3€PBHOTO BOCCTAHOBIICHUS

d) HaGOp OTKPHITHIX OMOTUOTEK MOAKIIOYAEMBIX MOAYJIEH JOBEPEHHON 3arpy3Ku

5. OtkpeITOi pacmpeneneHHo uHbOpMannoHHON cuctemoit (open distributed information system)
HA3bIBAETCSI CUCTEMA!

a. pacrojararomiasi ciayx0amu, MOJb30BaHHE KOTOPHIMH BO3MOXKHO IPU HCIIOJIb30BAaHUH CTaHJAPTHBIX
CHUHTaKCHCa U CEMaHTUKHU

b. pacnonaratomas ciy>k6aMu, MOJIb30BaHHE KOTOPHIMHU BO3MOXKHO IPH HCIIOJNB30BAaHUH CIEIHATbHBIX
CHUHTaKCHCa U CEMaHTUKU

C. pacronararomiasi ciayx0amu, MOJb30BaHHE KOTOPHIMH BO3MOXKHO IPU HCIIOJIb30BAaHUH CTaHJIAPTHBIX
CHUHTaKCHCa U CEMaHTUKU

d. He pacnonararomias ciyx0amu, MoJb30BaHHE KOTOPHIMH BO3MOKHO MIPU MCIIOJIb30BAaHUH

CTaHJapTHBIX CHHTAKCHCA U CEMAHTUKH

¥Yrpo3sa 3t0:

a) COBOKYITHOCTh COOOIIEHUH, HAITPaBJICHHBIX Ha 3aITyTHBAHUE

b) COBOKYITHOCTB YCIIOBHM M (PaKTOPOB, ONPEACIAIONIMX MOTEHIIMAIBHYIO MU PEaJbHO CYLIECTBYIOIIYIO
OMACHOCTh BO3HUKHOBEHHS MHIIMJIEHTA, KOTOPbII MOKET MPUBECTH K HAHECEHUIO

ymiep6a uznenuro UT unm ero Bnaaenpiry.

C) COBOKYITHOCTh COOOIIIEHUH, HAlIPaBJICHHBIX HA IPUYUHEHNE Bpeaa

d) moGoe nelicTBUe, HANPABICHHOE HA IPUYMHEHHE yiepoa

7.Knaccamu 3alIMIEHHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM OT HECAaHKLIMOHUPOBAHHOTO JJOCTYIIA
SIBIISIFOTCSI:

a) 1E

b) 2A

c) 2B

d) 3b

8.0mpenenure Ki1acc aBTOMaTU3UPOBAHHON CHCTEMBI 10 CIEAYIOIUM KiIacCU(DUKAIIMOHHBIM TPU3HAKAM:
AC, B KOTOpBIX pabOTaeT OJUH MOJIb30BaTENb, JOMYIIECHHBIH KO Bceil nHpopMariu

AC, pa3mMenIeHHOM Ha HOCUTENSAX OJJHOTO YPOBHS KOH(PHUACHIIMAIBHOCTH, 00pabaThiBaeTCs
“Komepueckas TaitHa”.

a) 2b

b) IT’

c) 11

d) 3b

9.0mpenenuTe KjacCc aBTOMaTU3UPOBAHHOM CUCTEMBI 10 CIEIYIONINM KJIAaCCU(PUKALMOHHBIM MPU3HAKAM:
MHOTromnosbs30Bareiabckiue AC, B KOTOPBIX OJHOBPEMEHHO o0pabaTbiBaeTcst M (MIIH)

XpaHuTCs HHGOpMaIUs pa3HbIX YpOBHEN KOH(UIEHIIMATbHOCTU. W BCe Monb30BaTeNIn UMEIOT

paBHbI€ MpaBa goctyna Ko Beelt nHpopmanuu AC, oOpabatsiBaercs “CiyxeOHas TaiiHa” U
obmenoctynHas HHGOpMAaIIHS:

a)2b

b) 2A

c) 1T

d) 11

10.MeTob! M cpencTBa 3aUThl HHPOPMALUN OBIBAIOT:

a) TexHnueckue (ammapaTHbIC)

b) [IporpammHusbIe

¢) [Ipuxknannaspie

d) OpranuzanuoHHbIe

11.Mudopmarius mo KaTreropuu 10CTyIa KIacCUPUIMPyeTcs Kak:

a) Kondunennumanpuas
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b) Obmenocrynnas

¢) Oco60 koH(pUIEHIIUATTEHAS

d) OrpanndeHHoro gocrymna

12. Y A3BUMOCTB 3TO:

a) COBOKYITHOCTb JICHCTBUIA, HAalIpaBJICHHAs HA MPEOJI0JICHUE CUCTEMBI 3aIUThHI

b) 3nonamepeHHOe BHenpeHue crenuaibaoro 110

c¢) CnabocThb B CpeACTBaX 3alIUTHl, KOTOPYIO MOYKHO HCIOJIb30BATh

JUTsL HApYUISHUs] CHCTEMbI MJTU COJieprKalllelics B Hell MHpOopMaIuu.

d) PesynbTar aelicTBus Bupyca

13.IIpepriBanue 3T0:

a) BpeMEHHOE MIpeKpalleHue rnporecca

b) octaHoBKa mporecca

C) BpEMEHHOE MpEeKpalleHue Mporecca, BBI3BAHHOE COOBITUEM, BHEIIIHUM 110 OTHOILICHHUIO K
3TOMY MPOIIECCY, U COBEPILIEHHOE TAKUM 00pa3oM, UTO MPOILIECC MOKET ObITh MPOJAOIIKEH
d) cobbITHE, IPU KOTOPOM MEHSETCS HOpMalibHasl MOCIIEA0BATEIbHOCTh KOMAH/ 1, BBITOJIHAEMBIX
IIPOLIECCOPOM

14.YTo Takoe TynukoBas CUTyalus 1Jis pouecca?

a) HEBO3MOXXHOCTh BBIJICTICHUS MPOIIECCY TpeOyeMoro pecypca

b) cuTyanus Korja npouecc 0KuaaeT HEeKOTOPOro COOBITHS, KOTOPOE HUKOT/1a HEe MTPOU30iIeT
C) MpephIBaHUE TIPOIIecca ONMEPAITMOHHON CUCTEMOM

d) kpuTHyeckas cucTreMHas omnOKa BO BpeMs BBITTOJIHEHHSI ITpolecca

15.B xakoMm mopsiike 3amatotcs npasa goctymna B OC Linux?

a) Tpymma-Biajeell- OCTATbHbBIE

b) Bianmenen-rpynmna-ocraibHbIe

C) OCTallbHBIC-BIACIEI-TPYIINa

d) ocTanpHBIE-TpYyIIIa-BiIaEICI]

16.Yto Takoe ACL?

a) CPe/ICTBO AJIsl XpaHEHUs mapoieit

b) cuieHapwmii BXoJa B CUCTEMY

C) CIIMCOK YTIPaBJICHUSI TOCTYIIOM

d) HHCTpYMEHT MaHIaTHOTO ynpasieHus goctynom B OC

17.YT0 U3 nepeyrcaIeHHOro He COAEPKUTCS B MapKepe JOCTyNa MoJIb30BaTes?

a) uAeHTU(PUKATOP MOJIB30BATEIS

b) npuBMIIETHN TTOJIH30BATENS

C) UACHTU(UKATOP ceaHca pabOThI MOJIB30BATENs, K KOTOPOMY OTHOCHUTCSI MapKep JOCTyma
d) ypoBeHb 0OCTyMa MOJIB30BATEIIS B CHCTEME

18.KakoBa fomkHa ObITh MUHMMAJIbHAS JJTMHA [TAPOJIS B CITyYae CMEHBI €KEKBapTaIbHO?
a) 13 cumBoIIOB

b) 12 cumBoIIOB

¢) 8 cHMBOJIOB

d) 6 cumBOJIOB

19.YT0 13 nepevyrcIeHHOro He SBISIETCS TPeOOBAaHME K TIOJICUCTEME PETHCTPALIUH U YUETa:
a) UCIIOJIb30BAHKE UACHTH(PUKAITMOHHOTO M ayTCHTU(DUKAITMOHHOTO MEXaHU3Ma

b) 3ampoc Ha JOCTYII K 3aIUIIIAeMOMY pecypcy (OTKphITHE (aiina, 3aIycK TPOrpaMMbl U T.J.)
¢) obecrieueHue qoBepeHHOM 3arpy3ku OC

d) netictBust mo n3menenuto [1PJ]

WNHCTpyKITUs 110 BBITIOJHEHUIO. BeIOpaTh 01MH MpaBUIbHBIA OTBET

Kputepun orieHnBanus: ¢ 5 0aIoB BBICTABISIETCS, €CTIM 00ydJarouuiics oTBeTu mpasuiibHO Ha 100-85%
3aJlaHui TecTa; * 4 Oayuia BBICTABJISETCS, €CIM OOydJaroniuiicss oTBeThI Ha 84-69 % 3amanwmii; * 3 Gamra
BBICTABIISIETCS, €CNU oOydarommiics oTrBeTws Ha 68-50% 3amanuii; 2 Oamna BBICTABISETCS, €CIH
oOyyJaronuiics OTBETUI MeHee, ueM Ha 50 % 3agaHuii.
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KonTpoJsbHasi Touka B (popMe 3agaHuii (yCTHasi, TUCbMEHHAast).
Komnemenmnocmno-opuenmuposannule 3a0anus

1. OnpenenuTh MUHUMaIbHYIO JUIMHY KOJIOBOTO CJIOBA C BO3MOXKHOCTBIO

UCTIpaBJIEHUs 3-X KPaTHBIX OIIMOOK PH KOAUPOBAHUH MH(DOPMAIIUK ATTUHOM 8OUT.

2. C xakoii MaKCUMaJIbHOM CKOPOCTBIO MOTYT OOMEHHMBATHCS TaHHBIMU J1BA

y3J1a B CETH, €CJIM CeTh IOCTPOEHA Ha Pa3/IesIIeMON cpelie ¢ MPOIyCKHOM

cnioco6HocThIO 10 M6uT/C 11 coctout u3 200 y3110B.

3. Onpenenuts MaKCUMAIbHYIO AJIMHY KOJIOBOT'O CJIOBA C BO3MOXKHOCTBIO

UCTIpaBJICHUs 3-X KPaTHBIX OIIMOOK MPH KOAUPOBAHUH HH(DOPMAITUH ITHHOM 8OUT.

4. OnpenenuTb MUHUMAJIBHYIO JJIMHY KOJOBOTO CJIOBA C BO3MOYKHOCTBIO

UCTIpaBJIeHUs] 1-X KpaTHBIX OMIMOOK MpH KOIMPOBAHMM HH(GOPMAIMU UIMHOU
166ur.

5. OnpenenuTb MUHUMANIBbHYIO JUIMHY KOJIOBOTO CJIOBA C BO3MOYKHOCTBIO

UCTIpaBI€HUsl 3-X KpaTHBIX OMIMOOK NpH KOAMPOBAHMM HMH(OPMAIMU UIMHOU
326wr.

6. C Kakoli MaKCUMaJIbHOW CKOPOCTHIO MOTYT OOMEHUBATHCSI IAaHHBIMU J[BA

y3J1a B CE€TH, €CIIU CETh ITIOCTPOEHA Ha Pa3AEIAEMOil cpesie ¢ IPOIyCKHON

crocoOHOCTRI0 8 MOuT/C 1 coctouT u3 120 y3110B.

7. C xaKoil MaKCUMaJIbHOW CKOPOCTHIO MOTYT OOMEHHBATHCS TAHHBIMH J[BA

y3J1a B CETH, €CIIM CeTh IOCTPOEHA Ha pa3JiesIIeMON cpelie ¢ MPOIyCKHOM

cnioco0HocThIO 10 M6uT/C 1 coctout u3 50 y370B.

8. C xakoi MaKCUMaJIbHOM CKOPOCTHIO MOTYT OOMEHUBATHCSI IAaHHBIMU J[BA

y3J1a B CE€TH, €CIIU CETh ITIOCTPOEHA Ha Pa3AEIAEMOil cpesie ¢ IPOIyCKHON

criocoOHoCTRI0 10 M6ut/c u coctout u3 80 y3710B.

9. B neiftarpaMMHOI ceTH MeXAy y3naMu A u B cymiecTByer Tpu noToka u

TPU JIbTEPHATUBHBIX MapuIpyTa. MO>KHO JIM HAlIPaBUTh KaXIbli IIOTOK 110

OTJIEIIbHOMY MapuipyTy?

[TpakTruyeckas pabora Nel. OreHka nokasareneil KauecTa
(YHKIMOHMPOBAHUS  KOMIUIEKCHOW CHUCTEMbl 3allUThl MH(pOpMAlMM Ha
npeanpusTHU: (U3NIeCcKoe MPOHUKHOBEHHUE.
. Kakue yacTu 1oKyMeHTa OTHOCATCS K BOIIpOCaM 3alluTsl HH(GopMauu?
. Uto takoe CISQ?
. UTO MOKa3pIBatOT KOMMEHTAPHH K TaHHOMY JOKYMEHTY?
. Kak MeHsics TeKkCT HOpMaTUBHOIO aKTa ¢ MOMEHTA €T0 CO3AaHMsI IO HACTOAILEE

AW~

Bpemsi?
. AHaNM3 METOJIMK U TEXHOJIOTHI YIIpaBiIeHUs PUCKAMH.
. PackpoiiTe kauecTBEHHbIE METOJIMKH YIPABICHUS PUCKAMH.
. Kakue konnuecTBeHHbIE METOJIUKH YIIPABICHUS PUCKAMU BbI 3HAETE?
. Ommmmure metox CRAMM.
9. PackpoiiTe BaXHOCTb M  CJIOXHOCTH NPOOIEMbl HH(POPMALUOHHOU
0€30MacHOCTH.
10. 3amaun koMuTeTa TexHudeckon oezomacuoct ETSI.
[Ipaktnueckass pabora Ne2. OmpexneneHue TOKa3aTeNed  3alUIIEHHOCTH
uH(pOpMaIIUK TIPU HECAHKITMOHUPOBAHHOM JOCTYTIC.
1. B uem 3akirouaeTcst CJI0KHOCTh (DYHKITMOHAIBHOTO MTOCTPOCHHMS
CUCTEMBI 3alUThl 00BheKTa HHPpopMaTu3anuu? [IpuBequTe npumMepsl.
2. [lpuBeaute hopmymy Il BEBIYUCICHUS BETUYMHBI POTKHM), IPOKOMMEHTHPYIHTE

0 3 N D

ee.

3. IlpuBeaute mnpuUMepbl MHOTO3BEHHOM CHCTEMBI 3aIllUThl  00BEKTa
UHpOpMATH3ALUH.

4. ITpOKOMMEHTUPYUTE BBIpaKEHUE JIJIs1 ONPEAECICHUS TPOYHOCTH

MHOT'0O3BEHHOM 3aIUTHI PU MPOTUBOCTOSHUM OJJTHOMY HAPYIIUTEIIO.
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5. IIpOKOMMEHTUPYHUTE BBIPAXKEHUE JIs1 OIIPEAEICHUS IPOYHOCTH
MHOT03BEHHOI 3aIIUTHI TPU MPOTUBOCTOSIHUHM HECKOIBKUM HapYILIUTENIO.
6. Kakue BBIBOJIBI MOKHO C/I€JIaTh, €CIIM MIPOYHOCTH ciladeiiero 3seHa
3alIUTHl YJIOBJIETBOPSIET MPEAbSIBICHHBIM TPEOOBAaHUSAM OOOJIOUKH 3alIUTHl B
nenom?
7. Kakuie Mephl MOBBILICHHUS TPOYHOCTH 3aILUTHI MOKHO
IIOPEKOMEHI0BATh, €CJIN 3BEHO 3aIUTHI HE YI0BIETBOPSAET NPEAbSIBICHHBIM
TpeboBaHUSIM?
8. Kakum obpa3om cucrtema OyneT criocoocTBOBaTh LessIM Ou3Heca?
9. Tpebyer nm pa3paboTKa CHCTEMBbI TEXHOJOTHH, KOTOpas 0 O3TOr0 HE
MCII0JIb30Bajach B OpraHu3anun’?
10. Yto momkeH BKJIOYATh OTUYET MO pe3yiabTaram oneHku CASEcpencts?
11. Kakue 3Tansl OLEHKH Bbl 3HaeTe?
12. Onumute pamku nHopmarmonHoi 6e3omacaoctu NIST (NIST CSF).
[Ipaxtuueckas padora Ne3. Kputepun onienku u Bidbopa CASE-cpencTs.
1. Ckonbko nokonenust CASE-cpeacts cymectByer? ONUIUATE UX.
2. Kakue tpeboBanus npenbssisitoress K CASE-cpencrBam?
3. Kakwue wnampaBienus pa3sutus CASE-cpenctB wucmnonb3yrorcs Haubosee
WHTEHCUBHO?
4. ITo xakum kputepusam onenubaetrcss CASE-cpencrso miis UML?
5. Kaxk pensres CASE-cpencTBa o pyHKIIMOHATBHOMY Ha3HAYCHHIO?
6. Onumute apxutektypy CASE-cpencts.
7. Onummre Buab! kiaccudukanun CASE-cpencTs.
8. Oxapakrepusyiite kputepun Beioopa CASE-cpencts.
9. Kakue Texymue npo0aeMbl CyIeCTBYIOT B OpraHU3aIlMK U KaK HOBast
CUCTEMa MTOMOXKET UX PELIUTh?
10. OnumunTe 3Tanel NporpaMMsl oleHKH cooreTcTBus Ub.
[Ipaktuueckass pabdora Ned. CocraBieHue 0030pHOTO JOKYMEHTa IO
CepTU(HUIMPOBAHHBIM MPOIYKTaM B 33/1aHHON 001acTH H(OPMAIIMOHHOM 0€3011acHOCTH.
1. Kak mpoBoautcs cepTudukaius cpeAacTB 3aluThl HHPOPMAITHH?
2. YTo noKa3pIBalOT XapaKTEPUCTUKN JAHHOTIO CPEJCTBA 3AIUTHI?
3. Kakoil perynsTop KOHTPOJUPYET MAaHHYH 00JacTh HWH(POPMAITMOHHON
6e3omacHocTu?
4. IIpoeKThl MEXTYHAPOAHBIX CTAHAAPTOB MO O0JTAYHBIM BBHIYUCICHUSIM.
5. Onummre cranaaptsl 1 pykoBojacTsa CLIA.
6. O011as KapTUHA BBEICHHBIX B JCHCTBHE U OKHMJIAEMbIX B OJvKaiIiee
BpEMs CTAHJJApTOB U PYKOBOJCTB B 00JIACTH 00JaUYHBIX BBIYMCICHUH.
7. Poccuiickasi cranmapTu3amnusi 00JaYHBIX BBIYUCICHUN U €€ MPOoOJeMbl U MyTH
pelIeHus.
8. Uro mpou3olmeT ¢ OpraHu3anuei, eciau cuctemMa He OyaeT BBelIeHa B
JKCILTyaTaIuio?
9. Kakast ocHoBHast ”H(pOpMaIusi COIEPKUTCS B cepTudukare?
Kpurepuu oreHUBaHUS. «OTIMYHO» — CTYACHT MPABUIBHO BBIMONHWI 3amaHue. [lokazanm oTnuvHbBIE
BJIQJICHUS HaBbIKAMHM NPHUMEHEHUs IOJTYYEHHBIX 3HAHUW W YMEHUH NpHU pElIeHUH 3aJad B paMKax
YCBOEHHOTO yueOHOro marepuana. OTBETHJI Ha BCE JIOTOJHUTEIBHBIE BOIPOCHI; «XOPOIIO» — CTYACHT
BBITNOJIHIII 3a/1aHue ¢ HEOOJIbIIUMU HETOYHOCTAMU. [loka3an xopoive BiIaieHrs HaBbIKaMy TPUMEHEHHUS
NOJTyYCHHBIX 3HAHUHN U YMEHUH MIPH PEIICHUH 3a/1ad B paMKaxX YCBOGHHOT0 yueOHOro Matepuana. OTBeTHI
Ha OOJBIIMHCTBO JTOTIOJHHUTEIBHBIX BOIPOCOB; «YIOBIETBOPUTEIHHO» — CTYJAEHT BBIMOJIHWI 33JaHUE C
CYLIECTBEHHBIMU HETOYHOCTSAMU. [loKkazan ynOBIETBOPUTENILHOE BIAJACHHE HaBbIKAMH ITPUMEHEHHUS
MOJIyYEHHBIX 3HAHUW U YMEHHH MpU pelleHuH 3aJad B paMKaX YCBOCHHOro yuyeOHoro marepuaina. [Ipu
OTBETaxX Ha JIOTOJIHUTEIbHBIE BOIIPOCH! OBLIO JOIMYIIEHO MHOTO HETOYHOCTEH; «HEYI0BIETBOPUTEIHHOY —
IIPU BBIMOJHEHUH 3aJJaHUs CTYJIEHT MPOJIEMOHCTPUPOBAT HEJOCTATOYHBIA YPOBEHb BJIaJICHUS YMEHUSIMU
¥ HaBBIKAMH TPU PEUICHWH 3a/lad B paMKax YCBOEHHOro ydeOHoro marepwana. [Ipu orBerax Ha
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JOMOJIHUTCIILHBIC BOIIPOCHI OBLIO AONYIICHO MHOKCECTBO HETOYHOCTEH

KonTpoJsbHasi Touka B popme KOTOKBHYMA (YCTHAS).
Bomnpocs! 1 koiokBuyma

1. M3 kakux 3JIEMEHTOB COCTOUT TPEXYPOBHEBas MOJIEIb OLEHKU 3al[UIIEHHOCTH
UH(POPMALIMOHHON CUCTEMBI?

2. KakuMu TyTSMHU OCYIIECTBISIETCS CTaHIApPTH3aIMs IOAXO0JI0B K 00ecredyeHuro
uH(OpPMallMOHHONW 0€30MacHOCTM U Kakhe MEXKAYHapoJHble CTaHAapThl MJig 3TOTO
PUMEHSIFOTCS?

3. Kakume ypoBHM peaqu3yloTcd B TEXHOJOTMYECKOM MOZEIU IOJCUCTEMBI
nHpopmanmonHoi 6e3omacaoctu UC?

4. C kaKo#l 1eNbI0 TPOU3BOAMUTCS MHU(PPOBAHUE NTAHHBIX U MHPOPMAIIMA U Ha KAaKOM
ypOBHE pabOTHI ¢ HHPOPMALIUEH 3TO mpUMeHsieTcs?

5. Uro Takoe «emuHoe WHOOPMAIMOHHOE TMpOoCTpaHCcTBO»? KakoBel  ero
COCTAaBJISTIONTHE?

6. B kakoM ciy4ae BO3HHMKAE€T HECOBMECTUMOCTb  BBIYMCIIMTEIbHBIX,
UH(POPMALIMOHHBIX M TEIEKOMMYHHUKAIIMOHHBIX YCTPOUCTB?

7. Kak MOKHO onpeAenuTh MOHATHE «OTKpbITas HH(GOPMallMOHHAS WJIK [IPOrpaMMHast
cucrema?

8. Kakumu cBoiicTBaMu 0071a1a€T OTKpHITast cucrema’?

9. UTO Takoe UTOJNOTUS U KAKUE METO/IBI JIEKAT B OCHOBE UTOJIOTHH?

10. Kakue opranmzaiuu o0pa3ylOT CTPYKTYPY MEXIYHApPOJIHON CTaHIApTH3allU B
o0acTi MH(OPMAITMOHHBIX TEXHOJIOTHI?

11. Kakue mexxyHapoAHbIE OpraHU3alMy 3aHUMAIOTCSl BOIIPOCAMU CTaHIapPTU3ALMH B
cpene Web-cepBucos?

12. Yrto cocTaBisieT METOA0JIOTUYECKYIO0 OCHOBY 0a31ca OTKPBITBIX cUCTEM?

13. Kakue npukiagHbie mporpaMmMbl paboTaroT B ()YHKIMOHAIBHON Cpe/ie OTKPBITHIX
cucreM?

14. B 4éM COCTOUT CyTh ATAJOHHOW MOJIEIHM B3aMMOCBSI3U OTKPBHITHIX cructeM (Open
Systems Interconnection)?

15. Cxonbko ypoBHEU BzauMoaencTBus coaepkut Mmoaeins BOC? Kakue 310 ypoBHU?

16. KakuM 00pa3omM onpenesnsitoT MOHITHE «ITPO(UITH OTKPBITON CHCTEMBI»?

17. YUto siBnsieTcst 6a30BOit 0OCHOBOM mpodus?

18. C kakoii 11enbio Obu1a pazpaboTaHa TAKCOHOMHUS TPoduIeii?

19. Yro BKItOUaeT B ce0s1 MEKIYHAPOAHBIA CTaHIAPTU3UPOBaHHbIN TTpodmis ISP?

20. Jlns yero pazpaboraH mpoduib MepeHOCHMOCTH mpuioxkennii APP u kakoe
OTHOIIeHHE OH uMeeT K mpoduaro GOSIP?

21. Kakue uersipe ocHOBHBIX THmHa uHTepdeiicoB OSE BBoaut Kinaccudukaims
UHTEP(HEHCOB OTKPHITHIX CHCTEM?

22. Yro sBnsieTcss OCHOBHBIMH LessiMu pa3padotku OSE u OSI npoduneit?

23. Kakum 00pazoM U ¢ MOMOIIbIO KaKMX MpOoQuiIel CBSI3aHbl apXUTEKTYPHBIA H
(GYHKIIMOHATIBLHBIN YPOBHU OTKPBITON MH(GOPMAITMOHHOW CHCTEMBI?

24. Yro BKiIoyaeT B ce0s mpoIiecc MPOSKTUPOBAHUS MPO(UIIS OTKPHITON CUCTEMBI?

25. Kakue ocHOBHbIE (YHKIHMOHAJIbHBIE NPOQHIN BBIOMPAIOTCS, KOMIIOHYIOTCS M
MPUMEHSIIOTCS Ha CTAAMSIX peau3alni KU3HEHHOT0 IUKJIa HHPOPMAIIMOHHOM cUCTEMBbI?

26. Kakue nBa OCHOBHBIX 3HAUEHUS UMEET TepMUH Internet?

27. Kakue nnpopMalMoHHbIe yCIyru peanu3yoT Internet-ciyx0b1?

28. Yro Takoe npocTpaHCcTBO Intranet 1 yeM 0HO OoTyIMYaeTCs OT MpocTpaHcTBa Internet?

29. IlepeunciuTe OCHOBHBIE apPXUTEKTYPbl KOMITBIOTEPHBIX CETEH.

30. [IIpuBemute KiIaccU(UKALMIO KOMIBIOTEPHBIX CeTed 1O  pPa3IUYHBIM
KJIacCU()UKALMOHHBIM MTPU3HAKAM.

31. Kakue Tomosioruu JOKaJIbHBIX KOMIBIOTEPHBIX CETEH CylecTBYIOT? Onpenenure
MPEUMYIIECTBA U HEJOCTATKU KaX/10H TOMOJIOTUH.
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32. HazoBuTe 0CHOBHBIC (PU3UIECKHE APXUTEKTYPHI IOKATBHBIX KOMITBIOTEPHBIX CETEH.
33. UYro sABnseTcAa CONIEpKAHMEM IIOHATUS <«IKOHOMHYECKass 0e30macHOCTb
NpeanpuaTHs?
34. Kak MOXHO 0XapaKTepHu30BaTh MOHATHE «MH(POPMAIIHOHHAS OE30MaCHOCThY U YTO
OHO B ce0s BKJIFOYAET (OCHOBHBIC COCTABIISIONTIE)?
35. O KakuX OCHOBHBIX AaCIEKTax CJEAyeT TI'OBOPUTH INPU IOCTPOECHHHM CHCTEM
KOPIOPAaTUBHOM MH(POPMAITMOHHOM O6e30macHoCTH?
36. lyist yvero HeoOxoauMO (GOPMHUPOBATH MOJUTHKY HH(POPMAITMOHHON OE301TaCHOCTH
Y U3 KaKMX OCHOBHBIX Pa3/I€JIOB OHA COCTOUT?
37. Kto pa3pabarpiBaeT MOMUTHKY HHGOPMAITMOHHOW OE30MaCHOCTH MPEATPUITHSI?
Kakue MeHeKephl U CHEUAINCThI BXOAAT B pabouyto Tpymiry?
38. Kakue Bompocsl HHGOPMAITMOHHON 0€30MaCHOCTH SIBIISIOTCS KITFOUEBBIME?
39. U3 yero ckiaasiBaeTcst UHQpacTpykTypa HH()OpMAITMOHHON 6€301acHOCTH?
40. Kakwue cymectByroT Buasl yrpo3 Wb wu kakum 00pa3oMm OIEHHWBAIOTCS
COOTBETCTBYIOIINE PUCKU?
41. Ha xakue BUJBI TOIpA3/EIIeTCs 3anuinaeMas nahopmanus?
42. Yro BKIrOYaET B ceOst MoJieb HHGOOPMAIMOHHONW 0€3011acHOCTH?
43. B kakux acreKkTax pacCMaTpUBAIOTCS MEPOIIPHUSATHS T10 3a1uTe HHHOpMaIun?
44. KakuM 00pa3oM OLIEHHBAETCS COOTHOIIEHHE 3((HEKTUBHOCTH M PEHTA0ETBbHOCTH
cucTeM HH(pOPMAIIMOHHOW 6€30TacCHOCTH?
45. B xakoM ciydae nH(pOpMaIMoOHHAsE CUCTEMAa CUYNTACTCS 3aIIUIIEHHON ?
46. Kakum 00pa3oM apxXuTeKTypa HHPOPMALMOHHON CUCTEMBI MOXKET CIIOCOOCTBOBATh
o0rielt THPOPMALMOHHON O€30MaCHOCTH U TToYeMy?
47. Yem oTnuyaercs cxema CUMMETPUYHON KPUNTOCUCTEMBI C 3aKPBITHIM KIHOUOM OT
CXEMbI ACUMMETPUYHON KPUMNTOCUCTEMBI C OTKPBITHIM KIIIOUOM?
48. Yro takoe VPN u 17151 Kakux 1ies1ed UCOIb3YTCS 3TH TEXHOIOTHH?
49. Kakue Turbl BUPYCOB BBIICJIICHBI B HACTOSIIIEE BpeMsi?
50. Kakue cymecTByroT o0IHe NpaBWiIa IS TOJb30BaTelield i oOecreueHus
AHTUBHUPYCHOH Oe3omacHoCTU?
51. Kakum o0mmM TpeOOBaHUSIM JOKEH YJIOBIETBOPATh KAueCTBEHHBIM aHTHUBUPYCHBIN
IPOrPaMMHBIN IPOTYKT?
MeTtoauyeckue peKOMeHAAMU:
OOygaromuiicss MOKET TOJTOTOBUTH HE OOJiee MBYX OTBETOB Ha BOIPOCHI K KOJUIOKBHYMY. Kpurtepun
OLICHMBAHMS OIHOTO OTBETa: 5 Oa/uIoB BBHICTABISETCA OOydYaloIIEMycsi, €CM OH IEpPEeUrcCisieT Bce
CYIIIECTBEHHBIC XapaKTEPUCTUKH OOO3HAYCHHOTO B BONPOCE MPEAMETa M BO3MOXKHBIE BApPUAHTHI
JAIbHEUIIET0 Pa3BUTHUS pellieHus MPoOIeMbl, €CIIU 3TO BO3MOXKHO; 4 Oallia, €Cliu CTYIeHT PacKpbUI TOIBKO
YaCTh OCHOBHBIX IMOJIOKEHUHN BOIMPOCa, MPOJIEMOHCTPUPOBAII HETOYHOCTh B MIPEACTABICHUIX O MIPEAMETE
Bompoca; 3 Oaiia, eciii CTyAeHT 0003HauMI OOIIYyI0 TPAEKTOPHUIO OTBETa, HO HE CMOT' KOHKPETU3UPOBATh
OCHOBHBIE KOMITOHEHTHI; 2 0Oajia, eciau CTyAeHT He MPOJEMOHCTPUPOBAT 3HAHWW OCHOBHBIX MOHSTHH,
MpeJICTaBICHUN 00 H3y4aeMOM MpeaMeTe

KonTposbHas Touka - B popMe j1adopaTOpHBIX padoT (MUCbMEHHAsT).
JIABOPATOPHAA PABOTA 1. CO0p UCXOIHBIX TaHHBIX AJIsl ayuTa HHPOPMAITHOHHOM
0e30macHOCTH 00BEKTA
-Jlaiite onpenenenue «ayauT nHPOPMAIIMOHHOMN 0€301MacCHOCTH 0OBEKTa
-IlepeuncnuTe BUIBI ayauTa 6€301MaCHOCTH?

-Kax mpoucxoaur c60p UCXOIHBIX TaHHBIX?

-Kaxkue cymecTByroT MeTonsl Ui cO0pa UCXOIHBIX JaHHBIX?

JIABOPATOPHAS PABOTA 2. BrisiBienue ys3BUMOCTel HHPOPMALMOHHONW CHCTEMBI

-UTto moHUMAETCsI O] ySI3BUMOCThIO MH()OPMAITMOHHOM CUCTEMBI?

-Unentudukanus ys3BuMocteil Ha ctanuu npoektupoBanus MC, Ha sTane peainus3aluy, Ha dTarne
JKCILTyaTaluu

-Kakxum 06pa3om ocyIiecTBiseTcs peicTaBlIeHue PUCKOB B BUJIE JiepeBa YA3BUMOCTEH, yIpo3 U
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KOHTpMED.

JIABOPATOPHAS PABOTA 3. aenTudukaius 3aiuTHEIX MEXaHU3MOB

-UTto moHUMaeTCs MO/l MOHSATUEM <«3AIIUTHBIM MEXaHU3M»?

-IlepeunicnuTe nepBUYHBIE 3aALTUTHBIE MEXAHU3MbI

-IlepeuncnuTe BTOpUUHBIE 3aIIUTHBIE MEXAHU3MBI

-Kak mpoucxoaut uneHTuguKanus 3auMTHBIX MEXaHU3MOB?

JIABOPATOPHAS PABOTA 4. Unentudukanus Hapymmrenen

-JlaiiTe onpeneneHre MOHATHIO «UISHTUDUKAIINSDY

-KT0 Ha3bIBaeTcs HapymuTenem?

-OnummuTe MEXaHU3M UACHTU(UKAITUN HAPYITUTEICH
Kputepuu oneHuBaHUS. «OTIUYHO» — CTYACHT NPABWIBHO BBINOJHUI 3anaHue. [lokazan OTIMYHBIE
BJIQJICHUS HaBbIKAMHM NPUMEHEHUs MOJTYYEHHBIX 3HAHUW W YMEHUN NpH pElIeHUH 3aJad B paMKax
YCBOGHHOTO y4eOHOro marepuana. OTBETHSI Ha BCE JOIMOJHUTEIBHBIE BOMPOCHI; «XOPOIIO» — CTYICHT
BBITNOJIHIII 3a/1aHue ¢ HEOOJIbIIUMU HETOYHOCTAMU. [loka3an xopoive BiIaJieHns HaBbIKaMy TPUMEHEHHUS
MOJTyYEHHBIX 3HAHUHM U YMEHHH TIPH PEIICHUH 33/1a4 B paMKax YCBOCHHOTO yueOHOTro MaTepuaina. OTBeTHII
Ha OOJBIIMHCTBO JTOTOJHHUTEIBHBIX BOMPOCOB; «YIOBIETBOPUTEIHHO» — CTYJAEHT BBIMOJIHWI 33JaHUE C
CYILIECTBEHHBIMH HETOYHOCTsIMH. [loka3an yaOBIIETBOPUTEIbHOE BIAJICHUE HABBIKAMU MPUMEHEHUS
MOJIyYEHHBIX 3HAHUW U YMEHHMH MpU pelIeHuH 3aad B paMKaX YCBOGHHOro yueOHoro marepuaina. [Ipu
OTBETax Ha JIOTMOJTHUTEIHHBIC BOIMPOCH OBLIO AOMYIEHO MHOTO HETOYHOCTEH; «HEYIOBICTBOPUTEIHLHOY —
IIPY BBIMOJHEHUH 3aJJaHUs CTYJIEHT MPOJIEMOHCTPUPOBA HEJOCTATOYHBIA YPOBEHb BIaJICHUS YMEHUSIMU
¥ HaBBIKAMH TPU PEHICHWH 3a/ad B paMKax YCBOEHHOro ydeOHoro marepwana. [Ipu orBerax Ha
JOTIOTHUTEIbHBIE BOMPOCH! OBUIO AOMYIIEHO MHOKECTBO HETOYHOCTEH

INPUMEPHASA TEMATUKA PE@EPATOB
IIpumepHBbIii cIMCOK TeM pedepaToB:

1.3amaun ananuTUYECKON paboOTHI B cpepe 3amuTsl HHpOopMaIumy;

2. MHWcrounukm, yrpo3bl, KaHaJdbl pacHpOCTpaHEHUsS W yTpaThl KOHQPUICHIIUATHLHON
uHpOpMaLnu;

3. 3agauM aHAIWTUYECKOW pabOThl MO BBIIBJICHUIO YIPO3 H  KaHAJIOB  yTpaThl
KOH(pHIEHIIMATBHON HH(pOpMAaIHH;

4. Kputepun 1esecooO0pa3HOCTH 3aIUTHl HHDOPMAITUH;

5. HanpaBneHust UCTIOIB30BaHUS PE3Y/IHTATOB aHATUTUYECKON PabOThI Uit HOPMHUPOBAHUS

CUCTEMBI 3alUThl HTHPOPMAIUH.

6. HampaBnenust knaccudukanuu HHOOPMALHUOHHBIX PECYPCOB B MPEINPUHUMATEIHCKOM
chepe;

7. Kputepuu 1IeHHOCTH, MOJIE3HOCTH ¥ KOH(PHUICHIIUATHHOCTH HHPOPMAIIHH;

8. ConmeprkaHue mpoueaypbl pa3pabOTKH MepeuHs EHHBIX U KOHPUIEHIIMAIbHBIX CBECHUII;

9. ConeprxaHue Mporeyphl BeIeHUS IEPEeYHS [ICHHBIX U KOH(MUICHIIMATBHBIX CBEICHUI;

10. HazHaueHnue u copeprkaHue nepevyHs KOH(OUICHIIMATBHBIX TOKYMEHTOB (hUPMBI

MeToauyeckue peKOMeHIalUN 110 HAMCaHuI0 peepara, TpedboBaHus K 0GOpPMIIEHUIO
Pedepar (ot nart. refero — coodmiar0) — KpaTKoe U3JI0KESHHUE B MMCbMEHHOM BHJIE HAYYHO-
HCCJIEIOBATEIbCKOM paboThI CTY/IEHTA, T aBTOP PACKPBIBAET CYTh UCCIIENyeMON TPOOIEMbI, TPUBOIUT
pa3TUYHbBIE TOYKHU 3PCHMSI, a TAKXKe COOCTBEHHbIE B3I IbI HAa Hee. Conepkanue pedepara JOIKHO OBITH

JIOTUYHBIM, a U3JI0’KEHHE MaTepuaa JOHKHO HOCUTh TPOOIEMHO-TEMAaTHYECKHI XapaKTep.

Kaxnas pabota, Hocs1Ias peepaTUBHBIN XapakTep, J0JKHA ObITh 0(hOpMIIEHA B COOTBETCTBHHU C
I'ocynapcrBernsiM O6pazoBarenbabpiM Ctangaprom (I'OCT).

Crpykrypa padorsI:

- TUTYJIbHBIN JIUCT;

- OTJIABJICHUE;

- BBE/ICHHE (YKa3bIBACTCS aKTYaJIbHOCTb, IIJb, 3a/1a4H);

- HE MeHee 3X IJIaB;

- BBIBOJIbI (JINYHOE MHEHHUE);
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- MPUJIOKEHUS (€CIIH €CTh);

- CIIMCOK MCTIOJIb3yEeMOIl JINTEPATyPHI.

Kaxx/ip1ii HOBBIM pa3ien HauUMHAETCsl C HOBOW CTPaHUIIBI.

Bo 6sedenuu 00s3aTenbHO JOJDKHBI OBITH YKa3aHbl CICAYIOIIME MMapaMeTphl: Tema pedepara;
mpeaIMeT U 0OBEKT UCCIIeIOBAHUS; 1eTh; 3a/1a4H; aKTyaTIbHOCTh; METO bl HCCIICIOBAHUS.

B ocnoenoii wacmu GopmMyaMpyrOTCs KIIIOUEBbIE MTOHSATHUS U TIOJIOKEHUS, BBITEKAIOIINE U3 aHaIn3a
TEOPETUYECKNX HCTOYHHMKOB (TOYEK 3peHUs, MOJAeNeH, KOHIEHII), TOKYMEHTAIbHBIX HCTOYHUKOB H
MaTepuaoB MPAKTUKHU, SKCIIEPTHBIX OLEHOK 110 BOIIPOCaM HCCIIeAyeMO MPoOIeMBbl, a TAK)XKE Pe3yJIbTaToB
OIMIUPUUYECKUX HUCCIICOBaHUA. Pedepar HOCUT HCCIeNOBATENLCKHA XapaKTep, COAEPIKUT PE3YNIbTaThI
TBOPYECKOTO MOKCKA aBTOPA.

B 3axnmouenuu (1-2 crpaHulibl) MOABOJSATCS TJIaBHBIE WTOTM aBTOPCKOIO HCCIEIOBaHUS B
COOTBETCTBUM C LENbI0 M 3aJadyaMH pedepara JejaroTcsi BBIBOABI WM JAlOTCS IMPaKTUYECKHE
PEKOMEH/IAIUHU TIO PA3PEIICHUI0 UCCIIETyeMON POOIEMBI.

TpebdoBanusi K 0(popMIIeHUIO PadOTHI:

- 00BEM 15-20 cTpanui;

- MOJIsl — M0 2 CM CBEPXY U CHU3Y, 3 CM — clieBa, 1,5 cM — cripaBa;

- BBIPABHUBAHHE TEKCTA TI0 IHPUHE;

- HOMEpa CTpaHUI] — BHU3Y CTPAHUIIbL, CIIPaBa; HOMEP Ha MEepPBOil CTpaHUIIe HE yKa3bIBaeTCs;

- mpudt — «Times New Romany;

- OCHOBHOM TEKCT — 14 Keryb, MEXTYCTPOUHBIN WHTEpBald — 1,5 (OCHOBHOM TEKCT, MEKIY
a03aramm);

- ab3anHbpIi oTctym — 1,25;

- paccTaHoOBKa MEPEHOCOB HE MPUMEHSIETCS;

- BCE JIMIITHUE MPOOEbl YOUParOTCs, MEXKIY CIIOBAMH JOHKEH OBITh TOJBKO OJHUH MPOOEIT;
3HAKU TPEMHHAHUS (32 UCKIIOYCHHEM THPE) CTaBATCS Cpa3y K€ 3a MPEeIBapsIOlUM ero cioBoM 0e3
npobena;

- CCBUIKM — 3aTEKCTOBbIE (BBIHECEHHBIE 3a TEKCT pedepara M OhOpMIIEHHBIE KaK CIHCOK
HCIIOJIb30BAaHHOM TUTEpaTyphl B ajihaBUTHOM MOPSIIKE), UCIIOIB30BaHNE aBTOMATUYECKUX MMOCTPAHUYHBIX
CCBUJIOK HE JIOMTYCKAETCS;

- HE MeHEe 5 NCTOUYHHKOB;

- ccbutku opopmirsitorest B coorBerctBuu ¢ 'OCT P 7.0.100-2018 (mpunoxxenue 2);

- JUISL CBSI3M C TEKCTOM TOPSIIKOBBIM HOMEp OuOIMorpaduveckoil 3amucu W3 CIHCKa
JUTEPATyPhl YKA3bIBAIOT B OTCHUIKE, KOTOPYIO IPUBOIAT B KBaPATHBIX CKOOKaX B CTPOKY ¢ TeKcToM. Ecim
CCBUIKY NMPUBOAAT HAa KOHKPETHBIM ()parMeHT TEKCTa, B OTCHUIKE YKA3bIBAIOT MOPSAIKOBBIM HOMEp H
CTpaHUIIbI, HA KOTOPBIX TOMEIIeH OO0BEKT CChUIKU. CBeAeHHs pa3fenstoT 3amaroil. Ecnu orceiika
COJIEP’KUT CBEJCHHS O HECKOJIBKUX 3aTEKCTOBBIX CCHUIKAX, IPYIIIbI CBECHUHN Pa3AesaioT 3HAKOM TOYKa C
3aIATOMN.

Kputepun onenku pedepara. Ilpu onenke pedepara mnpenogaBaTesib PYKOBOACTBYETCS
CIEYIOIIUMU KPUTEPUSIMHU: — COOTBETCTBHE COJIEP)KAHUS TEKCTa BRIOPAHHON TeMe; — HAIMYMe YeTKOU U
JIOTUYHOM CTPYKTYPBI; — KAYECTBO aHAJTUTHYECKON pabOThI, MPOJIEITaHHOM MTPU HanmucaHuu pedepara; 12 —
UCIIONIb30BAaHNE aJICKBATHBIX BBIOPAHHOW TEME JMTEPATYPHBIX HCTOYHUKOB; — CaAMOCTOSITEIIBHOCTD,
HEBTOPUYHOCTh TEKCTa; — OOOCHOBAHHOCTH C/EJaHHBIX aBTOpPOM pedepara BBIBOJOB, COOTBETCTBHE UX
MOCTABIICHHOW IIeNIU; — OTCYTCTBUE Opdorpaduueckux, MyHKTYallMOHHBIX, CTHJIMCTUYECKHX, a TaKXKe
(dakTH4YeCKuX OIMMOOK; — COOTBETCTBHE OGOPMIICHHS PaOOTHI MPEIBABIIEMBIM TPEOOBAHUSIM; — CIAYd
pedepara B yCTaHOBJICHHBIN CPOK.

5.3 TIPOMEKXYTOYHAA ATTECTALIUA
TunoBble KOHTPOJIbHBIE 33/JaHUS WM HMHBIE MaTepUasibl, HEOOXOAUMBIE IJISl OLIEHKH 3HaHWM,
YMEHUH, HaBBIKOB U (MJIM) OTIBITA IEATEIbHOCTH, XapaKTePU3YIOIIUX ATAIbl (POPMUPOBAHUS KOMITETCHIIUN
B IIPOLIECCE OCBOCHHS 00pa30BaTEIbHON MPOrpaMMBbI 5 ceMecTp
HTorosslii TecT (€ 0OTBeTaMu) IS NPOBEPKHU ¢(POPMUPOBAHHOCTH KOMIIETECHIUIH
OIIK-6. CriocobeH MCIonb30BaTh COBPEMEHHBIE MH(POPMAIIMOHHBIE TEXHOJIOTHH M MPOTPAMMHBIC
CpEICTBA MPHU PEIIeHUHN MPOPECCHOHATBHBIX 33124
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1. IIpounTaiiTe TEKCT M BbIOepHUTE OAUH NPaBUIbHbIN 0TBeT. [loueMy IIpy pOBEIEHNY aHAIN3a
MH(OPMALIMOHHBIX PUCKOB CJIEIYET MPUBJIEKATh K ATOMY CIELHMAIUCTOB U3 Pa3IMYHBIX MOJpa3/ieiIeHHM
KOMITAaHUH?

a) UtoObI yOeIuThCs, YTO TPOBOJIUTCS CIIPABEIIINBAS OI[CHKA.

6) Oto He Tpebyercs. Jlns aHanM3a pPHCKOB CIIEAYeT MPHBIEKATh HEOOJBINYIO TPYIILY
CHEIMAIIMCTOB, HE ABISAIOIUXCS COTPYAHUKAMH KOMITAHUU, YTO TIO3BOJIUT O0ECIIEUNTh OECTIpUCTPACTHBIN
Y KQUECTBEHHBIN aHaJIu3.

B) IlockonbKy mMI0AM B pa3iIWYHBIX [OAPA3JCICHUAX Jy4yllle TOHMMAIOT PHUCKH B CBOMX
NOJpPA3JIENIEHUsIX U CMOTYT HPEAOCTaBUTh MAKCHUMAJIbHO IMOJHYIO M JOCTOBEPHYIO MH(POPMALUIO s
aHayM3a.

r) [TocKONBKY JI0AM B pa3IMYHBIX TOAPA3ICIICHUSIX CAMU SIBJISIOTCS OHOM U3 IPUYHMH PUCKOB, OHU
JOJI’KHBI OBITH OTBETCTBEHHBI 32 UX OLIEHKY.

IIpaBuibHBINH OTBET: B)

2. IlpounTaiiTe TEKCT U 3aNUIIUATE NPABUJIbHbIN OTBET.

[IpounTaiiTe TekcT M BbIOEpUTE ABa NMpaBWIBHBIX OoTBeTa. Kakue yctpoiictBa HE nHaxopmsrcs B
CUCTEMHOM OJ10Ke?

a) IPUHTEP;

0) mporieccop;

B) CKaHED;

T') )KECTKUI THCK;

1) ceTeBasi KapTa.

IIpaBuU/IbHBII OTBET: a), B)

3. IIpounTaiiTe TEKCT M BbIOEpPUTE OJUH NMPABWIBHBIN 0TBeT. C OMOIIBIO KAKUX IPUKIIATHBIX
MPOrpaMMHBIX TAKETOB MOXKHO 00paboTaTh CTaTUCTUUECKHE JaHHbBIE:

A) Microsoft Word, Microsoft Excel

b) Excel, Lotus 1-2-3, QuattroPro, Mathcad

B) Corel Draw, Adobe Photoshop

I') 1C: Ilpennpusitue, Microsoft Project

IIpaBuibHbIA 0TBET: 6

4. TlpounTaiiTe TEKCT U BbIOEPUTE OMH MPABWIbHBIH 0TBeT Pexnm 3amuTel nHGOpMauu He

YCTaHABJIMBAETCS B OTHOIIEHNUHU CBEACHHUM, OTHOCSIIUXCA K ...

0) rocynapcTBEHHOH TaitHe

B) KOHGUACHINATLHOMU HH(OpMALIUN

I') IEPCOHAIBHBIM JIaHHBIM

1) JIESATEIIBHOCTH T'OCYAAPCTBEHHBIX AesTENeH

IIpaBU/IbHBII OTBET: T).

5. IlpouuTaiiTe TEKCT ¥ BbIOEpHUTE OIMH MPaBUIbHBII 0TBeT [IpounTaiite TEKCT, BRIOCpUTE IBA
npaBUIBHBIX 0TBeTa. OCHOBHBIE 0O0BEKTHI 0OecrieueHrs nHPpopManoHHO# 6e3omacHocTn Poccun:

a) KBaJTM(HUIIMPOBAHHBIE KAAPBI B 00JIACTH WH(POPMAIIMOHHBIX TEXHOJIOTHA

0) nH(pOPMAIIMOHHBIE TTPOYKTHI

B) MH(OpMAIIMOHHBIE PECYPCHI, COJIEPKAIINE CBEIEHUS, KOTOPBIE OTHOCATCS K rOCyIapCTBEHHON
TallHe U KOH(PUACHIMAIBHON HH(pOpMaIun

I') HIOMEIIEHUS, TpeIHa3HaYCHHbIE JUUIsl BEICHHUS 3aKPBITHIX TIEPErOBOPOB

IIpaBUIbHBII OTBET: B), T

6. 3akonunTe gpasy. OTBeT cieayeT 3aUCATH C MaJTeHbKOH OYKBbI, B MMEHHTEJIBLHOM IajieKe
CaoiicTBO HH(OpMaLINH, 3aKITI0YAIOIIEeCs B TOCTATOYHOCTH JaHHBIX IS IPUHATHS PELICHHs], HA3bIBACTCS

IIpaBuibHBII 0TBET: MOJHOTA

7. 3akonunTe (ppa3zy. OTBeT cjeayeT 3aUCATH ¢ MAJIEHbKOI 0yKBbI, B M(MEHUTEJIbHOM Ma/iexKe
Kaxkoe ycTpoiicTBO HE sBisieTcst nepudepuitHbIM?

IIpaBWJIbHBIN 0TBET: )KECTKUI JUCK

8. 3akonuuTe ppazy. OTBeET ciaeayeT 3anUcaTh ¢ MAJTeHbKOI OYKBbI, B UMEHUTEJIbHOM MAajJexkKe
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0aHKOBCKOE OOCITyKMBaHHE — OKa3zaHHMEe OaHKOBCKMX YCIyr Ha pacCTOSHUH, 0e3
MOCEIICHHS KiIueHTaMu odurca 6aHka, 6€3 HeIOCPEICTBEHHOTO KOHTAKTa ¢ COTPYAHMKaMH OaHKa.

IIpaBuabHBIH OTBET: J[UCTaHIIMOHHOE

9. 3akonunTte ppasy. OTBeT cjieayer 3anMcaTh ¢ MAJIEHbKOH OYKBbI, B H(MEHUTEJILHOM MajlesKe

Crioco6 mpenocraBineHus] HHPOPMAIIMOHHBIX PECYpPCOB, TAKUX KAK BBHIYUCIHTEIHHBIE MOIIHOCTH,
XpaHWJININIA JAHHBIX U MPUIIOKEHUS, Yepe3 UHTEPHET, Ha3bIBAETCS

IIpaBUIBHBIN 0TBET: 00JIAYHbIE TEXHOJIOTUI

10 3akonuure ¢pasy. OTBeT Cieayer 3anucaThb ¢ MaJEeHbKONl OyYKBbl, B MMEHUTEJIbHOM
najgexe CucrteMa OXpaHIEMbIX CHUJION TOCYIapCTBa COLUAIBHBIX HOPM M OTHOIICHHWH, BOZHUKAIOLIUX B
nHpopmanmoHHoi chepe — cdepe MPOU3BOJCTBA, MPEeOOpa3oBaHUs U MOTPEOICHUS HHPOpMAUU TPH
OCYIIECTBIICHUU HH(POPMAITMOHHBIX MTPOIECCOB — 3TO ...

IIpaBubHBII 0TBeT: HHPOPMAIIMOHHOE TTPABO

11.¥YcTraHoBuTe NPaBUJIbHOE COOTBETCTBHE MEXK]Y TUIIOM KOMIIBIOTEPHON CETH B 3aBUCUMOCTH
OT MPUMEHSIEMbIX TEXHOJIOTHH U €€ ONHCaHUEM:

1. KaGenbHbie

2. ONTOBOJIOKOHHBIE

3. WiFi, Bluetooth

4. ClyTHHKOBBIE€ TEXHOJOTUH

BapuaHTbl OTBETOB:

a) CUTHAaJI [epelaeTcsl MOCPECTBOM CIyTHHKA, OT KOTOPOTO JOXOJUT 0 KOHEYHOTO MOJIb30BATENS;
oOpaTHast CBSI3b OCYIIIECTBIISIETCS C UCIIOJIb30BAHUEM CTaHAAPTHBIX TEXHOJIOTHIH

(ADSL, oniTOBOJIOKHO).

0) mepeada curHaia MPOUCXOIUT MPH MPOXOKICHHUH Ja3€PHOTO JIyda Yepe3 Mpo3padHoe BOIOKHO,
oOnanaromee crnenupuIecKuMU CBOMCTBaMH, MPU 3TOM CBET HE MOKET MOKUHYTh IPEJENbl BOJIOKHA U
MIPOXOAUT PACCTOSTHUE B HECKOJIBKO KMJIIOMETPOB, 3aTEM YCHIIUBAECTCS U MIEPEIaeTCs JabIle

B) cUTHaI Iepenaercs 0e3 MPoBOJOB C UCHOIB30BAaHUEM PAJUOBOJIH Ha CHEIMATIbHO OTBEACHHON
JUIst 3Toro 4vacrore (2,4 rurarepir); TakuMm oOpa3oM MOXKHO IepelaTh CHTHal B JIOKAJbHOW CETH Ha
HECKOJIBKO JIECSITKOB METPOB

T) JUIs Iepeiayu JaHHBIX UCIIOJIb3YIOTCS METAJUTMUYECKUE TTPOBO/IA.

IIpaBuabHbIii oTBeT: 1)-1, 2)-0, 3)-B, 4)-a.

12. YcraHoBuTe NPaBHJIbHOE COOTBETCTBHE

1 B cucteMHOM mOaxoe K UCCIEIOBAHUIO OCHOBHEBIM SABJIIETCS A) Hannume

HEO0O0XO0IUMOM
uHpopmaruu
2 B noHsATHE «TTOBEACHYECKOTO TOIX0/a» MPH UCCICTIOBAHUU b) onpenenenue
CUCTEMBI YIIPaBJICHUS BXOJIHT: LIEJIOCTHOCTH U CBSI3U
SIBJICHUH

B) opuenranus Ha
YeJI0OBEKa U €T0

MOTpeOHOCTH
IIpaBuiabHblil oTBET (1B, 2B)
13. YcranoBuTe npaBujbHOE COOTBETCTBHE:
1. IIpyHIMI, OTHOCAIIMICA K TUATEKTHUYECKOMY ITOAXO1Y A) KpaTKOCTh
2. [TpuHUMM, HE OTHOCSIIMNCA K JUATEKTUYECKOMY MTOAXO01Y b) 06bekTHBHOCTD

B) ontumansHOCTh

IIpaBuabhblii oTBeT: (16, 2B)
14. YcranoBuTe NpaBUJIbHOE COOTBETCTBHE
ITIpeamerom uccienoBanus GU3NOKPATOB sBUIIACH chepa A) IpoU3BOJICTBA
2 TIpeameTom Hccle0BaHMsI MEPKAHTUIIMCTOB sIBUIAch chepa b) obOpamenus

B) notpebnenus
IIpaBuabHbIi oTBeT: (1A, 2B)
15. YcranoBuTe NpaBuJIbHOE COOTBETCTBHE
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1. CgemeHuss 00 OKpyXaiolleM MHpE, KOTOPbIE YMEHBIIAIOT HWMEIOIIYIOCS —CTEleHb
HEOTpeeNIEHHOCTH, HETIOTHOTHI 3HAHUN, OTUYXJACHHbBIE OT UX CO3JaTeNs U CTaBIINE COOOLICHUS
2. Tlpouecc HachIIEHUS MPOU3BOJACTBA W BCeX cdep KU3HU U JCIATEIHHOCTH YeJIOBEKa
nHpopmarmein
A) daxTs
b) nadopmanus
B) undopmaruzanus
IIpaBuabHblii oTBeT: (15, 2B)
1
BOKPYT O0BEKTa U 3JIEMEHTOB 3alIUThl 3aMKHYTYIO CpeAy BOKPYT 0ObEKTa U 3JIEMEHTOB
3aIUTHI
a) OpraHn3alMOHHO-aIMUHUCTPATUBHbIE
0) TEXHUYCCKHE
B) METO/I0JIOTUYECKHE
I') IpOrpaMMHBbIE
IIpaBUIbHBII OTBET: 0)
1
a) UICHTU(PUKAITNH
0) paTudukanu
B) ayTeHTU(UKAITUN
r) Bepu(uKauuu
IIpaBU/IbHBIH OTBET: B)
1
a) pacro3HaBaHue uHdopmauu
0) MoJIHOE UTHOPUPOBAaHUE UH(OPMAITHH
B) IPUCBOEHUE KAKOMY-TH00 OOBEKTY WM CYOBEKTY YHUKAIBHOTO MMEHH HJIM 00pa3a
T') TOCIIEA0BATEIHHOCTh ACHCTBHIA, TPUBOIAIINX K TOHUMAHUIO HH(OpMauu
IIpaBU/IbHBIH OTBET: B)
1
a) 3alllKTa JaHHBIX OT HECAaHKIMOHUPOBAHHOTO KOMMPOBAHUS
0) yaoCcTOBEpEeHHE TIOUIMHHOCTH CBEJICHUN
B) BBISIBIICHHE 3aKOHOMEPHOCTEH MOCTPOEHHS MPOU3BOICTBEHHBIX MTPOLIECCOB
') OTpaHUYeHHUE JOCTyMa K HH(HOPMAIIMOHHBIM MaCCHBAM
1) 3alKTa IPOTpamMM OT HEJIETAIbHOTO HCIIOIb30BaHUS
IIpaBuibHbIH 0TBET: 0)
2
a) perucTpaius MoJIb30BaTeNIeii KOMITBIOTEPHBIX CPEICTB B )KypHAIaX
0) pasrpaHu4eHHE TOCTyNa K HH(OOPMAIIMK B COOTBETCTBUH C ()YHKIIMOHATLHBIMU
00sI3aHHOCTSIMU JIOJKHOCTHBIX JIHII
B) HCIOJIb30BaHUE aBTOHOMHBIX CPECTB 3aIlUTHI allllapaTypbl
I') CO3/1aHNE KOHTPOJIBHO-IPOITYCKHOTO PEXUMA Ha TEPPUTOPHH PACIIONOKEHHS CPEICTB
00paboTku nHOpMaIUu
IIpaBuibHbIi 0TBeT: 0), I)
21. 3akonuure ¢ppasy. OTBeT Cieayer 3amMcaTh ¢ MAaJeHbKON OYKBbl, B HMEHUTEJIbHOM
manexe. Kak Ha3pIiBaeTcs nmpodeccrona, cnocoOHbIN B3TIOMaTh CUCTEMBI 3JIEKTPOHHOM 3alUThI, HAUTH B
X Opely u ya3BUMOCTH?

(o)
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#1 IIpaBU/IBLHBIH OTBET: XaKep

1 22. 3akonunte ¢paszy. OTBeT ciaeayer 3amucaTb ¢ MaJeHbKON OYKBbI, B MMEHHUTEJIbHOM
#iajexke. 3amuTa TaHHBIX METOJIOM UX MU(POBAHUS

B IIpaBubHBI O0TBeT: KpunTOorpadus

u 23. 3akonunte ¢pa3zy. OTBeT cieayeT 3amucaTh ¢ MaJIeHbKOW OYKBbI, B MMEHHTEJIbHOM
majie;ke. Y CTaHOBJIEHUE MOUIMHHOCTH OOBEKTY HIIU CYOBEKTY

| IIpaBWIBHBIN 0TBET: ayTeHTU(UKAIUSL
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24. 3akonunte ¢pa3zy. OTBeT cieayeT 3amucaTh ¢ MaJIeHbKOW OYKBbI, B MMEHHTEJIbHOM
najaexe. [IpucBoeHne KakoMy-1100 00BEKTY UITH CyOBEKTY YHUKAILHOTO HMEHH WK 00pasa

IIpaBUIbHBI OTBET: HIACHTU(PUKAIIH

25. 3akonunte ¢pa3zy. OTBeT cieayeT 3amucaTh ¢ MaJIeHbKOW OYKBbI, B MMEHHTEJIbHOM
najexe. [lonp30BaTenb, KOTOPBIM KMEET MOTHBIN HAOOP MpaB JOCTYIIA ISl BCET0 KOMITbIOTEpa 1

HEOTPaHWUYEHHBINH JOCTYN KO BceM (haiiiaM U KIIFouyaM CHCTEMHOTO PeecTpa Ha3hIBACTCs

IIpaBUABLHBIN OTBET: AIMUHUCTPATOP

26. YcTaHOBHUTE COOTBETCTBHE

1) ugerTudukanys yHUKaaIbHOTO UMEHU WM 00pa3a

2) ayreHTU(DHUKAIIHS

3) cucrema 3auUTh HHQOPMAITHH

a) MPUCBOCHHUE KAaKOMY-JTHOO OOBEKTY HIIH CYOBEKTY

0) ycTaHOBJIEHUE OAJTUHHOCTH

B) COBOKYITHOCTb OPTaHU3AIIMOHHBIX U TEXHOJOTMYECKUX MEp, TEXHUUYECKUX CPEICTB, MPABOBBIX
HOPM, HAMPaBICHHBIX HA TPOTUBOACHCTBHE yrpO3aM HapyIIUTENeH

IIpaBuabHbIi oTBeT:1) — a)2) — 6)3) — B)

27. YeTaHOBHTE NPABHIIBHYIO OC/1€10BATEIbLHOCTD 3TAoB B (POPMUPOBAHUH MTPEACTABICHHUNA O

Mepax I10 3aIuTe HHPOopMaInu:

a) MOSABIICHHE TEXHUYECKUX CPENICTB 00paboTKH MH(OpMAIMH U TTepeiaun COOOIICHUH C

MTOMOUIBIO AJIEKTPUYECKUX CUTHAJIOB U AJIEKTPOMArHUTHBIX TOJIEH;

0) HayaJI0 CO3AaHUsI OCMBICTICHHBIX U CAMOCTOSITEIBHBIX CPEACTB U METO/IOB 3aILUTHI

nH(popManuu;

B) BHEJPEHUEM aBTOMATU3UPOBAHHBIX CUCTEM 00pabOTKHU, TIepeiaun U XpaHEHUsI HH(POpMaIUH.

IIpaBuabHBII 0TBeT: 0), 2), B)

28. YKaKuTe NpaBUJIbHOE COOTBETCTBHE MEXKIY 0a30BBIMH MPUHITUTIAMH 3alTUTHI HH(OpMALIUN
U UX CYLIHOCTBIO:

1. KonpuneHmaabHOCTb.

2. I1enocTHOCTb.

3.JlocTynHOCTb.

BapuaHTbl 0TBETOB:

a) obecrieyeHre 3aIUIIEHHOCTH HWH(GOPMAIMOHHBIX JAaHHBIX OT M3MEHEHUH M HApYIIEHUH HX
CTPYKTYPHI B Tipoliecce ux coopa, o0paboTKH, epeaun U XpaHEHU;

6) uadopmays JOCTYIIHA AJIS MOJIb30BATEIeH 0 Mepe BOSHUKHOBEHUS Y HUX HEOOXOJUMOCTH B
HEI;

B) B3aUMOJEHCTBOBaTh C HH(pOpMAIMe MOTyT TOJBKO JIMIA, KOTOphle 0e3 He€ He MOryT
OCYIIECTBIISITH CBOIO pabOUyI0 JI€ATEIbHOCTh U BBIIOIHATH CBOH JIOJKHOCTHBIE 00sI3aHHOCTH.

IIpaBuibHbIii oTBeT: 1)-B, 2)-a, 3)-0.

29. YcraHoBHUTE COOTBETCTBHE.

1) Yrposa

2) bezonacHocTs nHOpMaIun

3) Va3BUMOCTHh CUCTEMBI

a) coObITHE, KOTOpOE MOTEHLMAIHbHO MOXKET HAHECTH Bpel OpraHu3aluHd IyTEeM pPacKpbITHS,
MOIUGUKAIIMH WIK pa3pylIeHUs HHPOpMaLUn

0) crocCOOHOCTh CHCTEMBI 00ECIICUUTh 3aIUTY HH(OOPMAITUN OT HETATUBHBIX SBJICHUHN

B) XapaKTEpPHUCTUKA, KOTOpast IEJIaeT BO3MOKHBIM BO3HUKHOBEHHUE YTPO3bI

IIpaBuabHbIi oTBeT:1) — a)2) — 6)3) — B)

30. VYcraHoBuTe NPABUJIbHYI0 MOC/I€I0BATEJBHOCTh. YCTAaHOBUTE JTalbl CTaHOBJICHUS
MH(OPMAILIMOHHOTO IIPaBa B XpOHOJIOTUYECKOM MOCIEA0BATEILHOCTH:
a) Mzyuenue u uccnenoBaHue NOHATUS «MHPOPMALIKA», BOSHUKHOBEHNE HOBOW HaYKU -KHOEPHETHKHU.
0) [Ipu3Hanue cymecTBoBaHMS HHGOPMAITMOHHBIX OTHOIICHUH, TPEOYIOIINX MPABOBOTO PETYITUPOBAHUS
B) HccnenoBanue nH(pOpManMOHHO-O0IIECTBEHHBIX OTHOIICHUH B paMKaX HOBOW HayKH - HH(POPMATUKH.
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[TosiBrIMCH NEpBBIE IIPaBUiIa U HOPMBI, HE 3aKPEIUIEHHBIC 3aKOHOAATEIIEHO

r) OdunmansHOe MPU3HAHUE TEPMHUHA «HH(OPMAIIIOHHOE TIPABO» U U3yYCHHE MTPABOBOM MTPHPOJIBI TOTO
IIOHATHA.

IIpaBuabHBIH O0TBET: a); B); 0); T)

NucTpykiusa no BeinosiHeHuto. [Ipu oTBeTe Ha BOMPOCHI:
BoiOpare oauH mpaBuibHBIA  OTBeT. JlomomHUTH  (pa3y, CONOCTaBUThb, YCTaHOBHTH
MOCIIe0BATEIHHOCTh

Bomnpock! 1151 caMOCTOATEIbHON MOATOTOBKH K 3a4ETY C OLICHKOM

. UTo moHMMaeTcs 1oJ| aieKBaTHON 06€3011acHOCThI0?

. Uto Takoe KoMrpomeTaIlys B ”HPOPMaIIMOHHON 0€301acCHOCTH?

. UTo moHMMaeTcs oJ| HapylIeHneM HH(OpMaIMOHHON 6e30macHoCcTr?

. Uto moHmuMaeTcs 1o ypoBHeM (cTeneHbio) kputuanoctu MC?

. Onpenenute okpyxenue (cpeny) UC .

. OxapakTepusyiTe mporecc BO3ACHUCTBHS HAa TPOU3BOJACTBEHHYIO IESATEIbHOCTD.

. [JlaiTe onpeneneHue MOHITHIO «PUCKY.

. B uem oco0eHHOCTH PUCKOB, CBSI3aHHBIX C UH(POPMALIMOHHBIMUA TEXHOJIOTHSIMH.

. UTo Takoe OCTaTOYHBII pUCK?

. UTo Takoe COBOKYIHBIN (CyMMapHBIH, MIOJTHBIN) PUCK.

. Onpenenure NoHATHE «AHAIN3 PUCKOB.

. B uem cocTout ynpaBieHue puckaMu B ”HGOPMAIIMOHHON 0€301acCHOCTH?

. Uro Takoe HeHTpanu3zamnys (yMeHblIeHUe, ocaabaeHne) puckon?

. UTo Takoe TeprnuMOCTh IO OTHOIICHUIO K PUCKY?

. Onpenenute OCHOBHBIE KaTeropus 0€30MacHOCTH.

. UTO MOHUMAIOT TOJT YPOBHEM 3alllUIICHHOCTH.

. aiiTe onpenenenue yrpo3 KOHPpUISHINATHHON HH(OPMAIIHH.

. Uro Takoe aTaka?

. Uto Takoe OKHO ormacHocTu?

. Kakue coObITHSI IPOUCXOAST BO BpEMsI CYIIECTBOBAHUSI OKHA OMACHOCTH?

. UTo Takoe yrpo3bl BO3JIHCTBUS HA NCTOYHUK HH(pOpMaIuu?

. Uto Takoe yrpo3sl yreuku napopmanun?

. Kakue yrpo3sl Ha3bIBalOTCs IPEAHAMEPEHHBIMU ?

. Kakue yrpo3sl Ha3bIBalOTCA CIIy4alHBIMU?

. UTo Takoe KaHaJ HECAHKIIMOHUPOBAHHOTO 10CTyNa?

. Uto Takoe yreuka uHbopmaruu?

. UTo Takoe mepexBar B TeOpUU HH(POpMamoHHON 6e30nacHoCTh?

. Uto Takoe kaHaJl yTeuKku nHOopMaIum?

. UTo Takoe TeXHUYECKUH KaHall yTeUuKu nHpopMaun?

. OxapakTepusyiTe CIrydailHbIi ¥ OPTraHNM30BaHHBIN KaHAJ yTeUYKH HMH(POPMAIIUH.

. UTo Takoe UCTOYHUK yrpo3 6e30nacHOCTH HHPOpMaLuu?

. HazoBuTE OCHOBHBIE HCTOYHUKHU MTPETHAMEPEHHBIX YTPO3.

. HazoBUTE OCHOBHBIE UCTOYHUKU CIYYAWHBIX YIPO3.

. [IpokoMMeHTHpYIiTE HanboJIee PacPpOCTPAHEHHBIE YTPO3bl JOCTYITHOCTH.

. OxapakTepu3yiiTe HelpeJHaMEPEHHbIE OIMOKH B KAYECTBE YIPO3bl JOCTYITHOCTH.
. Uto Takoe 0TKa3 nojap30Baresen?

. IIpokoMMeHTHUpYiiTE BHYTpeHHUH 0TKa3 VIC B KauecTBe yrpo3bl.

. [I[pokoMMeHTHUpYHTE O0TKa3 MOAIEPKUBAIOIICH HHPPACTPYKTYPHI B KAU€CTBE YIPO3bI.
. Kakum 00pa3om nmpoucxoauT NOBPEKICHUE HITH IaXKe pa3pyllIeHre 000py10BaHUs?
. Uto Takoe BpeJOHOCHOE IIPOrPaMMHOE 0OecTieueHHE?

. Kakue neratusnslie nocnenctsus B pyHkiuonupoBanuu VIC Bei3siBaeT BpenonocHoe 1107
. OxapakTepusyiTe OCHOBHBIC YIPO3bI IIEJIOCTHOCTH KOH(DHUICHIIMATbHON HH(OpMAITUH.
. Ilepeunicinure OCHOBHBIE YTPpO3bl KOH(DUACHIMAIBHOCTH HH(POPMAITUIO
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44. Yto mOHMMAIOT MOJI IEPEXBATOM JIAHHBIX M B UEM 3aKJIIOUACTCs YIpo3a KOHPHUASHIIMATbHOCTH?
45. OxapakTtepusyiTe 3Tan Beioopa 3PpGEeKTHBHBIX U YKOHOMUYHBIX 3aIIUTHBIX CPEACTB
(HeHWTpanu3amus PUCKOB).

46. B yeM 3aKi1I04aeTCsA CYyTh MEPOIPHUITHHI 110 YIIPABIECHUIO pUCKaMu?

47. Kakuie BO3MOXHBI AEMCTBHSI 110 OTHOILIEHUIO K BBISIBICHHBIM pUCKam?

48. Kakue stamnbl ynpaBieHHs] pUCKaMU OTHOCSITCS K BCIIOMOTATEJIbHBIM U TOYeMY?

49. TTouemy kapTa HH(GOPMAILIMOHHON CUCTEMBI CIIOCOOCTBYET YIPABICHUIO PUCKAMU?

50. Kakue 3Tansl ynpaBiieHUs pUCKaMHi OTHOCATCS K OCHOBHBIM U TTOYeEMY?

51. Ilouemy BaxkeH MpoLECC UHTETPUPOBAHUS YIIPABICHUs pUCKaMU B XKU3HEHHBIN 1ukia MC?
[IepeueHs BOMPOCOB ISl TEKYIIETO KOHTPOJIS:

1. KakuMm 006pazom Mpou3BOAUTCS BEIOOP aHAIM3UPYEMBIX OOBEKTOB

2. [Touemy BakeH YpOBEHbB JCTAIHM3AIIMN TTPH PACCMOTPEHUHU aHATM3UPYEMBIX 00BEKTOB?

3. Uro Takoe uHponornyeckas moaens UC?

4. IlpuBeaute OCHOBHBIE O0OBEKTHI HH(OJIOTHUUECKON MOIETTH 00 BbEKTa

5. Kak copmupoBats KapTy HH(OPMAIIMOHHON CUCTEMBI OpraHU3aIin?

6. Uto Takoe uaeHTU(UKAINS aKTUBOB B YIIPABICHUH PUCKaMH HH(GOPMAIIMOHHON
6e3omacHocTu?

7. Kakue cpencra aBromaTuzanuu uaeHtudukanus aktuBoB C opranuzanuu Bei 3HaeTe?
8. [IpuBenuTe nepeyeHb HauboIIee pacpOCTPAHEHHBIX YTPO3.

9. Yto Takoe MOJIeNb YIpO3 OpraHu3aluu?

10. IIpuBeuTe OCHOBHBIE KOMIIOHEHTHI MOZENIN YIPO3 OpraHU3aluy.

11. OxapakTepu3yiTe nporeaypbl HICHTH(PUKAINH YTPO3.

12. ITpuBeguTE OCHOBHBIE HCTOYHUKN BOSHUKHOBEHUS YTPO3.

13. Yro BKIIOYAET B ce0s1 MOHATHE «MOJIETh (O0IMK) HAPYIITUTENS»?

14. IIpuBenuTe BO3MOXKHYIO KJIaCCU(UKALINIO HAPYITUTEICH.

15. [IpokOMMEHTHPYHTE BO3MOXHOCTA KOHKYPEHTOB, KIIMEHTOB, IOCETUTENIEH U XaKEPOB B
KaueCTBE MOTEHIUATBHBIX 3JI0YMBIIIJICHHUKOB

16. Onpenenure Heau aAMUHUCTPATOPOB, MPOIPAMMUCTOB, OIIEPATOPOB, PYKOBOAUTEIEH,
TEXHUYECKOTO IePCOHAlIA, COTPYJTHUKOB, YBOJIEHHBIX C pa0OThI B KaUeCTBE MOTEHIIMAIbHBIX
Hapymuteneidn b

17. Yro Takoe matpuiia Hapymenuii Ub? [IpuBenure ee BO3MOXKHYIO CTPYKTYPY.

18. 3aueM HeoOXxoauM crieHapuii HapymeHus b?

19. IlpuBenuTe MOAEIN OLIEHKH BEPOSITHOCTH OCYILIECTBICHUSI YTPO3BI.

20. OxapakTepu3yTe OCHOBHBIE METPUKH, UCTIOIB3YEMbIE /111 OLIEHKHU BEPOSITHOCTH
OCYILIECTBIIEHUS YIPO3BI.

21. MaiiTe onpeaenenue crmocoda 3anuThl HHPOPMaIIUH.

22. OxapakTepusyiite crocod npeaynpexIeHusi BO3MOXKHBIX YIPO3.

23. [IpoKOMMEHTHUPYHUTE OCHOBHBIC IEUCTBHS CIIOCO0A BBISBICHUS YTPO3

24. Oxapakrepu3syite criocod 0OHapyKEHUs yrpo3.

25. OxapakTepu3yiTe crocod mpeceueHus WK JOKAIN3alluU YTPo3.

26. [IpoKOMMEHTUPYITE OCHOBHBIE JIEHCTBUS CrI0c00a TMKBUIAIIMU TIOCIECTBUMA.

27. IlepeuncnuTe OCHOBHBIC 3aIIUTHBIC ISHCTBHS MPU peanu3anuu crnocooos 3,

28. [lepeuncnuTe U MPOKOMMEHTUPYHTE 3alIUTHBIE JEHCTBUS OT YTEUYKH KOH(PUACHIIUATEHON
uHpopmarun

29. Ilepeuncnute u oxapakrepusyiite 3amurHele aerictBus oT HCJI k koHpuIeHIMaTbHOM
uHpopmaruu

30. HazoBuTe Tpu Tpynibl MEPONIPUATHIA IO TEXHUUECKOM 3a1uTe HHPOPMALIUH.

31. [IpokOMMEHTHUPYITE OCHOBHBIE OPraHU3alMOHHBIE MEPONIPUATHS TTO TEXHUYECKOM 3aIlNTE
uHpOpMaLIUH.

32. B Kakux OrpaHMYMTENBHBIX MEPAX BBIPAKAIOTCA OpraHU3allMOHHbIE MeponpuaTus mo 3.
33. IIpokOMMEHTHPYHTE OCHOBHBIE OpraHU3allMOHHO-TEXHUYECKHE MeponpusaTus no 3U.
34. [IpoOKOMMEHTUPYHTE OCHOBHBIE TEXHUYECKUE MEPONIPUATHS 110 TEXHUYECKOH 3aIUTE
uHpOpMaLIKH.
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35. Kak OLleHUTh CTOUMOCTH 3alIUTHBIX MEp.

36. B yem 3aximrogaeTcst mpobiemMa COBMECTUMOCTH HOBOTO CPEJICTBA 3AIUTHBIX MEP CO
CJIOKUBILEHCS OPTaHU3ALMOHHOM U alllapaTHO-IIPOIPaMMHON CTPYKTYpPOH, C TPAJULIUIMHU
opranu3anuu’?

37. IInanupoBaHue peaar3aluy U MPOBEPKU HOBBIX PETYISTOPOB OE30MACHOCTH.

38. [1nan TectupoBaHus (ABTOHOMHOTO U KOMIUIEKCHOT0) MPOTPaMMHO-TEXHUYECKUX MEXaHU3MOB
3aIUTHI.

[lepeueHs BOMPOCOB ISl TEKYIIETO KOHTPOJIS:

1. ITouemy ynpaBiieHHUE pUCKaMH pacCMaTpUBAETCs HA aIMUHUCTPAaTUBHOM ypoBHe UB?

2. OxapakTepu3yiTe poJib pyKOBOJUTEIISI OpraHU3alluK B IPOLIECCE YIPABICHUS PUCKAMU
UH(POPMALIMOHHOM 0€30MacHOCTH.

3. OxapakTepu3yiTe pojib Ha4aJIbHUKA yIpaBlieHus (0TAea) nH(popMaTH3auu B Iporiecce
yIIpaBJIEHUS] pUCKaMHU UH(OPMAITMOHHON 0€30MacHOCTH.

4. OxapakTepu3ylTe poJib BIIAJIEIbIIEB CUCTEM U MH(POPMAIIUU B MPOIIECCE YIPABICHUS PUCKAMH
UH(POPMALIMOHHOHN 0€30MacHOCTH.

5. OxapakTepu3yuTe pojb PyKOBOAUTENEH MPOU3BOJACTBEHHBIX OTJIENIOB U OT/ENa 3aKYIOK B
MpoIeCcCce YIPaBICHUs pUCKaMU HHPOPMAIIMOHHOM 0€30TTaCHOCTH.

6. OxapakTepu3yiTe pojib Ha4aJIbHUKA OT/iesa (yrpaBieHus) HH(OOPMAIMOHHOM 0€3011aCHOCTH B
MPOIECCe YIPaBICHUS prUCKaMU HHPOPMAIIMOHHOM 0€30TTaCHOCTH.

7. OxapakTepu3yiTe poib aIMUHUCTPATOPOB O€30MACHOCTH B MPOIECCE YIPABICHUS PUCKAMHU
UH(POPMALIMOHHOM 0€30MacHOCTH.

8. OxapaKkTepu3ylTe posih CICIIUATMCTOB IO 00YYEHHUIO MePCOHANIA B MPOIIECCE YIPABICHUS
puckamu HH(GOPMAIIMOHHON 0€30MacHOCTH.

9. Ilouemy ynpaBiieHUE pUCKaMU paccMaTpPUBAETCS HA aIMUHUCTPATUBHOM ypoBHE 1B?

10. OxapakTepu3yiiTe posib pyKOBOAUTEINSI OPraHU3aLUU B MPOIECCE YIPABICHUS PUCKAMHU
nH(pOpMaIMOHHOM 06€30MMaCHOCTH.

11. OxapakTepusyiiTe posib HaualbHUKA yIpaBieHus (0TaeNa) nH(OpMATU3aLUU B IIpOLIecce
YIpaBJICHUS pUCKaMU WH(POPMAIMOHHOM 0€30MacHOCTH.

12. OxapakTepu3yiTe poJib BIaeNbLEB CUCTEM U HH(POPMAILIUU B IPOLIECCE YIPABICHUS pPUCKAMHU
nH(pOpMaIMOHHOM 0€30MaCHOCTH.

13. OxapakTepu3yiiTe posib pyKOBOAUTENIEH MPONU3BOJICTBEHHBIX OTJIEJIOB M OT/ENa 3aKYIIOK B
MpoIiecce yIpaBiaeHUs] pUCKaMi HHPOPMAIMOHHOM 0€30MacHOCTH.

14. OxapakTepu3syiiTe posib HaualbHUKA OT/eNa (yrpaBieHus) HHPOPMAIIMOHHON 0€30MacHOCTH B
MpoIiecce YIpaBiIeHUs] pUCKaMi HH(POPMAIIMOHHOM 6€30TacHOCTH.

15. OxapakTepusyiTe poJib aIMUHUCTPATOPOB O€30MaCHOCTHU B MPOLIECCE YIPABICHUS PUCKAMU
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

16. OxapakTepu3yiiTe poJib CIEHHUATUCTOB 10 00YUEHHIO EpCOHAlIa B MIPOLIECCE YIPaBICHUS
prckamMu HH(HOPMAITMOHHONW 0€30MTaCHOCTH.

17. Ha3oBuTe 1 0XapakTepu3yHTe 3Tallbl IPOLIECCa YIPABICHUS PUCKAMHU.

18. Kakue 3Tanbl ynpaBieHus pUCKaMH OTHOCSITCSL K BCIIOMOTaTEIbHBIM U MOYeMy?

19. OnumuTe 3Tan BEIOOpA aHATU3UPYEMbIX 00BEKTOB M YPOBHSI JCTATU3AMH UX PACCMOTPEHUS
mpolecca yupaBleHUs PUCKaMHU.

20. Kakue sTansl yrpaBIeHHUs] pUCKaMU OTHOCSITCSI K OCHOBHBIM U IIouemMy?

21. OxapakTepu3yiTe OCHOBHBIE IIIar'M aHAJIM3a yIrpo3 B MPOLEAYPE YIPABICHUS] PUCKAMM.

22. OxapakTepu3yiTe 3Tall OLIEHKH PUCKOB B IIPOLEAYPE YIIPABICHUS PUCKAMH.

23. OxapakTepu3yiTe 3Tan BRIOOpa 3aIIUTHBIX MEP B MPOIEAYPE YIIPABICHHUS PUCKAMHU.

24. OxapakTepu3yiTe 3Tall pealnu3alny 1 MPOBEPKH BHIOPAHHBIX Mep 3aIIUTHI B IPOLIEIype
yIpaBIEHUS PUCKAMH.

25. YTo Takoe OLeHKa OCTaTOYHOT O pucka?

26. OnpenesieHUE MPUOPUTETOB, OLICHKA U PEATM3ALNS KOHTPMEDP, YMEHBIIAIOIMINX PUCKU U
PEKOMEHIOBAHHBIX 10 PE3YJIbTaTaM OLIEHKH PUCKOB.

27. HazoBuTe pa3anyHble BO3MOKHOCTH B MPOLIECCE MPUHATHS PUCKA

28. Ha3oBuTeE pa3auyHble BO3MOKHOCTH B IIPOLIECCE YKIOHEHUS OT pUCKa
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29. HazoBuTe pa3indyHble BO3MOKHOCTH B MPOLIECCE OTPaHUYEHUS (HEHTpannu3alum) prucka

30. HazoBure pa3ianyHbie BO3MOKHOCTH B MPOLIECCE MEepeaipecaliuy pucKa.

31. B yeM cocTOUT OLIeHKa SKOHOMUYECKOH 3P PEKTUBHOCTH.

32. IlpuBeauTe BO3MOXKHBIN popMaT oT4eTa 00 OIEHKE PUCKOB.

33. IIpuBeauTe BO3MOXKHBIN (OpPMAT TUIaHA peaTU3alul KOHTPMED.

34. IlpuBeauTe BO3MOXKHBIE TPAKTOBKH U CITOCOOBI BBIYUCIICHUST PUCKOB.

35. Kakum 00pa3oM OCyIIeCTBIIACTCS MPEACTaBICHUE PICKOB B BUJIE JIEpPEBa YSI3BUMOCTEH, yrpo3
U KOHTpMED.

6. METOAUYECKHUE MATEPUAJIBI, ONPEJAEJAIOIUE ITPOUEAYPbBI OHEHUBAHUSA

KOMITIIEKT OILIEHOYHBIX CPEICTB XpaHUTCS Ha Kadeape, MOISKUT OOHOBJICHHIO IO Mepe
HeoOxomumocTH. JJiT TPOMEKYTOUHOM arTecTaliuk B BUJE 9k3aMeHa Kaxaoe OC Mo JUCIMIUIMHE
OOHOBIISIETCS M yTBEpXKAaeTcs 3a 14 mHel no Hadajga CECCMOHHOTO MEepHoJa U XPAaHUTCS B HEIOCTYITHOM
MeCTe OT HECAHKIIMOHUPOBAHHOTO J0cTymna. OTBETCTBEHHOCTh HECeT Kadepa.

[Topsimok mnpoBeAeHUsT TEKYIIET0 KOHTPOJIS YCIEBAEMOCTH W MPOMEXKYTOYHOM aTTecTaluu
obygaronuxcst mo OIIOII permamentupyrorcs [lojokeHHEM O TEKyIIeM KOHTPOJIE YCIEBAEMOCTH H
MPOMEKYTOUYHOM aTTECTAIIMN 00YJArOIIMXCS IO IPOrpaMMaM BhICIIEro 00pa3oBaHUsI.

Texymuit KOHTPOJIb YCIIEBAEMOCTH SBISIETCS (OPMOI KOHTPOJISI Ka4eCTBa 3HAHUN 00yJaIOmInXCs,
OCYIIIECTBIISIEMOTO B MEKCECCHOHHBIN TMEepUOJ OOyUYeHUsS C LEIbI0 ONpEACNeHUS KayecTBa OCBOCHUS
OIIOII.

Tekymuit KOHTPOJIb YCIEBAEMOCTH OCYIECTBISICTCS: HA JEKLUHUSIX, MPAKTUYECKUX (CEMUHAPCKUX )
3aHATUSAX, B paMKaxX KOHTPOJISI CAMOCTOSITENIbHOM pabOTHI.

OOyuatonecss 3apaHee HHOOPMHUPYIOTCS O KPHUTEPHSIX M TMPOLEAype TEKYLIero KOHTPOJISA
yCIIeBAa€MOCTH MPEI0AaBaTEIIMH 10 COOTBETCTBYIOIIEH yUeOHON AUCIUILITHHE (MOIYIIS).

YcneBaeMoCTh TMPU TEKYIIEM KOHTPOJIE XapakTepu3yeT OO0BeM M KAdyeCTBO BBHITIOJHEHHON
oOydJaronuMcst padoThI IO TUCIUILTAHE (MOIYITIO).

[Tenarornueckue BUABI U POPMBI, UCIIOJIb3yEMbIE B MPOIIECCE TEKYIIETO KOHTPOJS YCIIEBAeMOCTH
00ydJaronuxcs, ONPEACNISIOTCS METOJAMYECKOW KoMuccHuer kadenpsl. BpiOupaemblii BHI TEKYIIETO
KOHTpOJISl oOecrieunBaeT Haubosee MOJMHBIM U OOBEKTUBHBIM KOHTPOJbL (M3MEpeHue U (PUKCUPOBAHHE)
YPOBHSI OCBOEHUS PE3yIbTATOB 00YUEHHUSI 110 TUCHUTUIHHE.

[IpenogaBaTeny MpenOCTAaBIAIOT CBEIEHUS O TEKYIICH YyCIeBaeMOCTH OOYYaIOIIMXCS B paMKax
MPOBEJCHUS TEKYILIell aTTecTallud B CEMECTpe B JIeKaHaThl/ y4eOHBbIM OTAEeN HHCTUTYTa B CPOKH,
onpeJieJICHHbIE BHYTPEHHUMH PACIIOPSIAUTENIbHBIMU JJOKYMEHTaMU UHCTUTYTA.

B 1menax obecrieyeHus TEKYIIET0 KOHTPOJIA YCIIEBAEMOCTH IMIPENoAaBaTelb IMPOBOIUT
KOHCYJIbTAILINH.

[IpenogaBarens, BeAyUINi 3aHATHS CEMUHAPCKOTO THIIA, TPOBOAUT aTTECTALIMIO OOYUYAIOLIUXCS 3a
OpOLIEAIINI Tepuoa. ATTecTalusi MPOBOAUTCA, €CIU TPOBEJACHO HE MEHee 3 MpaKTUYECKHX
(ceMHHapCKuX) WK J1a0OpaTOPHBIX 3aHATHI, B YCTAaHOBJIEHHBIE JEKaHAaTOM CpPOKH, HE pexe 1 paza 3a
yueOHbIid cemecTp. OOydaronuecs: aTTeCTYIOTCSl yTeM BBICTABICHHUS B COOTBETCTBYIOIIYIO TPYITIOBYIO
BEJIOMOCTb 3aIIUCEH 10 CHUCTEME: «aTTECTOBAH» MM «HE aTTECTOBAH.

[IpenoxaBaTenb, MPOCTABIISIST UTOTH TEKYILIEW aTTECTAllMU, JOBOJUT PE3yJbTaThl aTTeCTAllUU 0
CBEICHMSI CTYACHUECKON TIpynmbl U OOBSCHSIET NPUYMHBI OTPULIATENBHOW aTTeCTallud IO 3ampocy
oOyuatorerocs.

[Tpu arTecTanuu 00y4aromUXCsl YIUTHIBAIOTCA CIeAyIONIe (PaKkTOphI:

— pe3yabTaThl pabOTHl HA 3aHSTHSIX, TOKa3aHHBIC MPU 3TOM 3HAHUS M0 AUCIUILTUHE (MOIYIIO),
YCBOCHUE HABBIKOB MMPAKTHUYECKOTO MPUMEHEHHUS TEOPETUUYECKUX 3HAHUM, CTENEeHb AKTUBHOCTH Ha
MPaKTUYECKHUX (CEMUHAPCKUX ) 3aHATHSIX;

— pe3yabTaThl M AKTUBHOCTH YUACTHUSl B CEMHHAPAX U KOJJIOKBUYMaX;

— pEe3ynbTaThl BHIMOTHEHHSI KOHTPOJIBHBIX padoT;

— pe3ynabTaTbl W OO0BEM BBIIOJHEHHBIX 3a/laHU B paMKaX CaMOCTOSATEIbHOW pabOThI
00ydJaromuxcs;

— pe3yJbTaThl JIMYHBIX O€ce]] CO CTYJACHTaMHU 0 MaTepually Y4eOHOM TUCIUTUTHHEI (MOIYIIS);
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— TIOCEUICHHE CTYASCHTaMH, CEMUHAPCKUX M MPAKTUYECKUX 3aHATUH, Ta00OpaTOpHBIX paboT;

— CBOEBpEMEHHasl JMKBHUJALUS 33J0DKEHHOCTEW IO MPOMIEHHOMY MaTrepHaly, BO3HUKIIUX
BCJIE/ICTBUE MPOMYyCKa 3aHATHH 1100 HEyIOBJIETBOPUTENBHBIX OLIEHOK MO pe3yjibTaraMm palboThl Ha
3aHATHUSX.

— pe3yJabTaThl IPOXOXKACHUS KOHTPOIbHBIX TOUEK 110 AUCLUIIINHE.

I[Ipome:xyTouHasi arrecTanusl OOYYalOIIMXCS MHCTUTYTa SBisieTcsl (GOpPMOM  KOHTPOJIS
pe3ynbTaToB 00YYEHUS MO TUCIUILIMHE C [ETbI0 KOMIIJICKCHOTO OINPEACTICHHS COOTBETCTBHUS YPOBHS U
KayecTBa 3HAHUM, YMEHUN U HABBIKOB OO0y4aloUIuxcs TpeOOBaHUSM, YCTaHOBJICHHBIM 00pa30BaTeIbHON
IIPOrpaMMoi.
®opMUpOBaHUE OLIEHKU TEKYIIEro KOHTPOJS yCIIEBAEMOCTH M IMPOMEXKYTOUHOM aTTecTalluu Mo UTOraM
OCBOGHUSI JTUCITUIUIMHBI OCYIIECTBISIETCS C HCIIOJIB30BAHUEM IMSITHOAUTEHOW CHCTEMbI OLEHKH 3HAHHMA
oOyJaronuxcs.

Meroanueckue MaTepuabl, ONpeaesiomne TPoLeypbl OLlEHUBAHUS 3HAaHUM, YMEHHM, HABBIKOB
U (UIu) OmbITa AESITENbHOCTH, XapaKTePU3YIOIIMX ATambl (opMuUpoBaHus KommeTeHIMi I[Ipouenyps
OIICHUBAHMSI BKJIFOYAIOT B C€0s TEKYITUI KOHTPOIb U MPOMEKYTOYHYIO aTTECTAIIHIO.

Texymuii KOHTPOJIb YCIIEBAEMOCTH MPOBOAUTCS C HCIOJb30BAHUEM OIICHOYHBIX CPEJNCTB,
MPEACTABJICHHBIX B I1. 5 JaHHOTO NMPWIOKEHUsA. Pe3ynbTaThl TEKYIIEro KOHTPOJISI TOBOJSTCS 1O CBEIACHUS
CTYJEHTOB JI0 IPOMEKYTOYHOM aTrTecTauu. [[pomexxyTouHas aTtectanus IpoBOAUTCS B (hOpMe SK3aMeHa.
DK3aMeH MPOBOAMUTCS MO PACHUCAHUIO SK3aMEHAIIMOHHOM CECCMU B NMUChMEHHOM Buje. KomuuectBo
BOIIPOCOB B d3K3aMeHanmoHHOM 3amannu — 30. IIpoBepka OTBETOB W OOBSBIECHHE PE3yJbTaTOB
MPOU3BOJUTCS B JIEHb SK3aMeHa. Pe3ynbTarhl aTTecTallii 3aHOCATCS B 3K3aMEHAIIMOHHYIO BEIOMOCTb U
3aYETHYI0 KHUXKKY cTyneHTa. CTyAeHTbl, He MPOUIeAIINEe MPOMEXYTOUHYIO aTTECTAlUI0 MO rpaduxy
CECCHUH, JOJIKHBI TUKBUAUPOBATH 33J0KEHHOCTh B YCTAHOBJICHHOM MOPSIJIKE.

7. OCOBEHHOCTH OCBOEHMUS JIMCHUIIIMHBI AJ151 UTHBAJIMAOB U JIUL C
OI'’PAHUYEHHBIMHA BO3MOKHOCTAMU

AnantupoBaHHBIE OIICHOYHBIE MaTepualbl cofepxkarcs B anantupoBanHoit OITOI1. O0yuenue
00y4aroIUXCsl C OTPaHUYEHHBIMU BO3MOKHOCTSIMH 3/J0POBbs IPH HEOOXOIUMOCTH OCYILIECTBIISETCS
Ha OCHOBE aJalTUPOBAaHHOW paboyeil MporpaMMbl C HCIIOJIB30BAaHHEM CIEIHAIbHBIX METOJIOB
o0yueHMsT W  JUJAKTHUYECKMX  MAaTepHajoB, COCTABICHHBIX C  Y4E€TOM  OCOOEHHOCTEH
NCUXO(HU3UUECKOTO PAa3BUTHUSA, HHIUBUAYAJIBHBIX BO3MOXXHOCTEH M COCTOSIHHS 3/I0POBbSI TaKUX
obyyJarouxcs (o0ydaromierocs).

CamocrosTenbHas paboTa 0OydarOUIMXCs C OTPAHUYCHHBIMU BO3MOXKHOCTSIMH 37J0POBbS U
MHBAJIUOB I103BOJIIET CBOEBPEMEHHO BBISIBUTH 3aTPYJHEHHS M OTCTABAHUE U BHECTU KOPPEKTHUBBHI B
yueOHyI0 eaTebHOCTh. KOHKpeTHBIE (OPMBI M BUBI CAMOCTOSATENILHOW PabOThl 00YUaIOIIMXCS JIUI]
C OTrPaHWYEHHBIMU BO3MOXKHOCTSMH 3/10pOBbSl U HWHBAIMJOB YCTaHABIMBAIOTCS IPENOJaBaTEICM.
Br160op ¢opM 1 BHIIOB CaMOCTOSATEIBHOM pabOThI, 00Y4aIOLINXCsl C OTPAaHUYEHHBIMU BO3MOKHOCTSMHU
3I0POBbsl U MHBAIMJIOB OCYILECTBIIAETCS C Y4ETOM UX CHOCOOHOCTEH, 0COOEHHOCTEH BOCTIPUATHS U
TOTOBHOCTH K OCBOCHHIO yueOHOTO MaTepuasa. DopMbl CaMOCTOATENEHOM PabOThl yCTaHABIMBAIOTCS
C y4€TOM UHIUBUIYAIbHBIX ICUXO()U3NIECKUX 0COOEHHOCTEH (YCTHO, MIChbMEHHO Ha OyMare wiid Ha
KOMITbIOTEpE, B ()OPME TECTUPOBAHUS, SJICKTPOHHBIX TPEHAKEPOB U T.I1.).

OcHoBHbIE (OPMBI TIPEACTABICHHUS OIICHOYHBIX CPEACTB — B Me4aTHOU (Gopme minm B hopme
AJIEKTPOHHOTO JOKyMeHTa. /[ oOyyaromumxcs ¢ HapyHICHUSIMH 3pEHHUS IpelyCMaTpUBACTCS
BO3MOXHOCTh TIPOBEJEHHSI TEKYILEro M IPOMEXYTOYHOIO KOHTpOJs B YyCTHOW Qopme. [l
00y4aromuxcst ¢ HapyUICHUAMH CITyXa IPeayCMaTpUBACTCS BO3MOXXHOCTh MPOBEIEHHUS TEKYIIETO U
IIPOMEKYTOUHOT'O KOHTPOJISI B MUCbMEHHOM (popme.

Tabmuua 7.1. Kateropun odyuatomuxcst ¢ OB3, cnocoObl BocipusiTHst UMU HH(OpMAIHH
Y METOJbI UX OOYUCHHS.

Kareropuu oby4aromuxcs mo MeTtop! 00yueHUS
HO30JIOTHSIM
c Crermbie. Crioco0|AytnansHO-KHHECTETHICCKUE, MIpeIyCcMaTpHUBAFOIIIHC MOCTYIUICHHE
HAPYIICHUSM [BOCTIPUSITHS yaeOHON MH(pOPMAIIIH MTOCPEACTBOM CITyXa M OCSI3aHMUsL.
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W 3pCHUS WHGOPMAITUH: IMoryT NCIIOJTb30BAThCSI IIPH YCIIOBUH, YTO BU3yalbHast HH(QOpMaIus OyeT
OCsI3aTeNbHO- aIanTHPOBaHA TS TN C HAPYIICHUSIMU 3PESHUS:
CITyXOBO#1 BH3YaJIbHO-KMHECTETUYECKHE, MPEAIOJIATAlOIINe MIepelaqy U BOCIPHUATHUC
CrnaboBupsimue. yaeOHOW MH(pOPMAIIMH ITPH MOMOIIIH 3PEHUS U OCSI3aHVS,
Crroco® BOCHIPHATHARYINO-BU3YaIbHBIE,  OCHOBAaHHbIE  Ha  IIPEACTaBICHHE  y4eOHOH
WHQOPMAITUH: MHQOPMAITUK, TPH KOTOPBIX 33JCHCTBOBAHO 3PUTEILHOEC H CIYXOBOE
BpUTEIHHO- BOCIIPHATHE;
0CsI3aTEIILHO- ayTN0-BU3YyaIbHO-KMHECTETHUECKHEe, OazupyIoUIecs Ha MpeaCTaBICHUH
CITyXOBOIt MHQOPMAIUK, KOTOpas T[OCTYMMaeT MO 3pUTEIHHOMY, CIIyXOBOMY U

0CsI3aTEILHOMY KaHaJlaM BOCIIPUSITHE.

C [myxwue. Crioco0BHU3yaTlbHO-KMHECTETUIECKHE, MPEATOJIATAIOIINE TIepelady U BOCIPHUSATHUE

HAPYIICHUSM [BOCTIPUSITHS lyaeOHOM MHPOPMAIUH TIPU TIOMOIIIN 3PEHUS H OCS3aHHUSL.

U cITyxa WHQOPMAITUH: IMoryT HCTIOTB30BaThCS TIPH YCIIOBUH, YTO ayAuaibHas HHpopManus OyaeT
BPUTEIBHO- a7anTHPOBaHA JIJIS JIUI C HAPYIICHUSIMU CITyXa!
OCsI3aTeNbHBIN ayIno-BU3yalbHbIE,  OCHOBaHHBIE Ha  TIPEACTaBIeHHE  y4eOHOMH
Cnabocnpiuamue.  [MHPOPMAIIUK, TPH KOTOPHIX 3aJeHCTBOBAHO 3PHUTEILHOE H CIYXOBOE
Crioco® BOCTIPHSITHSABOCIIPUATHE;
WHGOPMAITIH: Ay TMaNbHO-KUHECTETUICCKHE, peyCMaTpUBAIOIINC MOCTYTICHUE)
3puTeNnbHO- yaeOHOM HHPOPMAIIH TTOCPEJCTBOM CITyXa M OCS3aHUs,
0CSI3aTEIEHO- ayTN0-BU3YaIbHO-KMHECTETUUCCKHE, Oa3MpyIONIUecs Ha MPEJCTaBICHUH
CITyXOBOI WHGOpMAIUKM, KOTOpas TOCTYMaeT II0 3PUTEIBHOMY, CIYyXOBOMY WU

OCsI3aTeNTbHOMY KaHaJaM BOCIIPHUSTHE.

C Criocob — BU3yaJIbHO-KUHECTETUYCCKHUE;

HAPYIICHUSM [BOCTIPUSITHS - ay/IMO-BU3yalbHBIE;

1 ONOPHO-  MHpOpMaLyK: — ayINaTbHO-KHHECTETUICCKUE;

ABUATATCIIEHOT SPUTEIIEHO- — ayIM0-BU3yallbHO-KMHECTETHIECKHE.

0 ammapara  (ocs3aTeIbHO-
CITyXOBOM

Tabmuma 7.2. — CriocoObl agantamnui 00pa3oBaTeIbHBIX PECYPCOB.
YcnoBHbIE 0003HAUEHUS:
«+» —00pazoBaTenbHBIN pecypc, He TPEOYIOIIHI alanTalnm;

«ADy»

aJlanTHPOBAHHBIM (QopMaT K OCOOEHHOCTSIM NpueMa-nepeaadn

uHpopMalun

obyvaronuxcsi umHBamMAoB W Juiy ¢ OB3 ¢opmar oOpazoBaTenpHOro pecypca, B TOM YHCIE C

HCIOJIb30BAHUCM CIICHUATIBHBIX TCXHUYCCKUX CPCIACTB,
«AD»— anpTepHATUBHBIN SKBUBAJICHT UCIIOJIb3yEMOr0 pecypca

Kareropuu O0pa3oBaTeJibHbIE pecypchl
00yuarIuXcs 1Mo DJ1eKTPOHHBIE IeuyaTHbIC
HO30.,10rusM MyJbTHMEN| TrpaduyecKue ayamo TEKCTOBbIE,
ua 3JIEKTPOHHbIE
aHAJIOTH
Nne4YaTHbIX
M3AAHUI

C napymeHnus|Crensle AD AD (nampumep, + AD AD (nampumep,
MU 3peHHS co3JlaHHe (Hampumep, |MEYaTHBIN MaTepHa,

MaTepualbHOU AyIAO ONMCAHWE)  BBIMOTHCHHBINA

MOJIETH penbeHO-TOUETHBIM
rpaduuecKoro wpudTom JI. bpaiisst)
00beKTa
(3Dmonenm)
CrnaboBuns AD AD + AD AdD
e
C Hapymenus|l myxue AD + AD (HammpumMmep, + +
MU CITyXa TEKCTOBOE
OTIMICaHHUE,
TUTICPCCHIITKH)
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CnabocibIin AD + AD + +
arue

C HapyIIeHUSIMH OTIOPHO- + + + + +
NBUTaTEILHOTO aInapaTa

Tabnuna 7.3. - @opMbI KOHTPOJIS U OLEHKH PE3yIbTaToOB 00y4YeHus: MHBaIUA0B 1 jui ¢ OB3

Kareropun ®opMa KOHTPOJISI U OLleHKH Pe3yJIbTATOB 00y4eHUs!
odyvyarmuxcst
110 HO30JI0TUAM
C HapyuieHusiMH | — yCTHasl NIPOBEpKa: JAUCKYCCUM, TPEHUHIH, KPYIJbIE CTONbI, COOECEIOBaHUs, YCTHbIE
3peHUS KOJIJIOKBUYMBI U Jp.;

- C WCIIOJIb30BaHUEM KOMIbIOTepa u crenuanbHoro [10: paborta ¢ 3IEKTPOHHBIMH
o0pa3oBaTenbHBIMU  pecypcamu, TECTUpPOBaHWE, pedepaThl, KypCOBBIE  IPOEKTEHI,
JIUCTAHIIMOHHBIE (POPMBI, €CITH ITO3BOJIAET OCTPOTA 3PCHUS -

rpadudeckue paboTHI U JIp.

C HapymeHusIMHU NUCBMEHHAsT MPOBEpKa: KOHTPOJIbHBIC, Trpaduveckue paboThl, TECTUPOBAHUE,
ciryxa OMaIlTHUE 3a/1aHusl, 3CCE, MMChbMEHHBIE KOJUIOKBHYMBI, OTYETHI H Jp.;

C WCIOJIB30BaHHEM KOMIbloTepa W crneuuansHoro I10: paboTa ¢ 37€KTpOHHBIMH
Opa3oBaTelILHBIMHU pecypcaMu, TeCTUPOBaHUE, pedepaTsl,
KYpPCOBBIE MTPOEKTHI, TpaduuecKie padoThl, TUCTAHIIMOHHBIC ()OPMBI H JIP.

C HapymeHHSIME | — MUCHbMEHHAsI POBEPKA, C UCIIONIB30BAHUEM CICIIUATBHBIX TEXHUYECKHUX
OTIOPHO- CpeICTB (aTbTePHATHBHBIX CPEJICTBA BBOJIA, YIPABICHHS KOMITLIOTEPOM H JIp.):
JIBUTATEIILHOTO | KOHTPOJIbHBIE, Tpauueckre paboThl, TECTHPOBAHKE, IOMAITHUE 3aJJaHHs, 3CCE,
amnmapara MUCHMEHHBIE KOJUIOKBHUYMBI, OTYETHI U JP.;

- yCTHas MPOBEPKA, C UCTIOJIH30BAHUEM CIEIMATFHBIX TEXHHYECKUX CPEICTB
(cpencTB KOMMYHHKAIWIA): TUCKYCCHH, TPEHUHTH, KPYTJIbIE CTOJIBI,
cobeceI0BaHMsl, YCTHBIE KOJUJIOKBUYMBI U JIp.;

- C MCIIOJIb30BaHUEM KOMIIBIOTEpa U cniennansHoro 110 (ambTepHaTUBHBIX
CPEJICTB BBOJIa M YIPABJIICHHUSI KOMITBIOTEPOM H JIp.): paboTa C AIEKTPOHHBIMH
00pa3oBaTeIbHBIMU PECYypCcaMu, TECTUPOBaHKE, pedepaThl, KypCOBbIE IPOEKTHI,
I'paduueckue paboThl, TUCTAHIIMOHHBIE (POPMBI - IPEATIOUTHTEIbHEE
00y4aronmmMcsi, OrpaHMYEHHBIM B IIEPEABIDKEHUH H JP.

7.1. 3AJAHMSA JIAA TEKYIIEI'O KOHTPOJIA JISA THBAJINIOB U JINIL
C O'PAHUYEHHBIMHU BO3MOKHOCTAMHU

Texymmii KOHTPOJb W NMPOMEXKYTOUHAsl aTTecTalnus oOydarommuxcs MHBaIMIoB Uy ¢ OB3
OCYILIECTBIISIETCS C UCIIOJIB30BAHNEM OLIEHOYHBIX CPEACTB, aAAITUPOBAHHBIX K OTPAHUYEHUSM HUX 310POBbS
¥ BOCHPUATHUS MH(OPMAIIMH, B TOM YHUCIIE C UCIOJIb30BAHUEM CIICIIUAIBHBIX TEXHUYECKUX CPEJICTB.

Texkymuit KOHTPOJIb YCTIEBAEMOCTH Il 0Oyuaromuxcs uHBaauAoB u juil ¢ OB3 HampaBien Ha
CBOEBPEMEHHOE BBISBIICHHE 3aTPYIHEHHUI U OTCTaBaHUS B 00yYCHUH M BHECEHHUS KOPPEKTHBOB B YUEOHYIO
JeSITeIbHOCTh. BO3MOXKHO OCyIIeCTBICHHE BXOAHOT'O KOHTPOJS AJIs OMpEIeNIeHUsl €ro CIocOOHOCTEH,
0COOEHHOCTEH BOCTIPUSATHS X TOTOBHOCTH K OCBOCHHUIO y4eOHOT0 MaTepuaia.

7.2. 3AJIAHMSA JJIS1 MTPOMEXYTOYHOM ATTECTAIIMU 1JIsI THBAJIUJIOB U JINII C
OI'’PAHUYEHHBIMHA BO3MOXKXHOCTSIMHA
dopMa  NPOMEKYTOYHOM  aTTECTAMU  YCTAHABIUBACTCA C  y4E€TOM  HHIUBHUIYAJIbHBIX
NCUX0(PU3NIECKUX 0COOEHHOCTEH (YCTHO, TUCBMEHHO Ha Oymare, MMCbMEHHO Ha KOMIBIOTEpe, B opMme
TCCTUPOBAHUS U T.H.). HpI/I HGOGXOI[I/IMOCTI/I O6y‘IaIOH_II/IMC}I npeaoCTaBIACTCA JOIMMOJIHUTCIILHOC BPEMS IJId
MOJATOTOBKH OTBeTa. [IpoMexyTodHass aTTecTamus, NPU HEOOXOIUMOCTH, MOXKET IPOBOIUTHCS B
HECKOJIBKO 3TamnoB. {1 3TOro peKOMEeH]IyeTCsl UCIOIb30BaTh PYOEKHBIN KOHTPOJb, KOTOPBIN SBISETCS
KOHTPOJILHOHN TOYKOM 0 3aBEPIICHUIO H3YUYCHUS pa3/ielia WIH TeMbI JUCIUTUTNHBI, MEXKTUCITUTLITHHAPHOTO
Kypca, IPaKTHK U €€ Pa3IelioB C EbI0 OLIEHUBAHUS YPOBHS OCBOSHUS MPOTPAMMHOTO MaTepuaia. GopMel
¥ CPOK MPOBEJICHUS PYOEKHOTO KOHTPOJISI OTPEACIISIOTCSI
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	3. Определить максимальную длину кодового слова с возможностью
	исправления 3-х кратных ошибок при кодировании информации длиной 8бит.
	4. Определить минимальную длину кодового слова с возможностью
	исправления 1-х кратных ошибок при кодировании информации длиной 16бит.
	5. Определить минимальную длину кодового слова с возможностью
	исправления 3-х кратных ошибок при кодировании информации длиной 32бит.
	6. С какой максимальной скоростью могут обмениваться данными два
	узла в сети, если сеть построена на разделяемой среде с пропускной
	способностью 8 Мбит/с и состоит из 120 узлов.
	7. С какой максимальной скоростью могут обмениваться данными два
	узла в сети, если сеть построена на разделяемой среде с пропускной
	способностью 10 Мбит/с и состоит из 50 узлов.
	8. С какой максимальной скоростью могут обмениваться данными два
	узла в сети, если сеть построена на разделяемой среде с пропускной
	способностью 10 Мбит/с и состоит из 80 узлов.
	9. В дейтаграммной сети между узлами А и В существует три потока и
	три альтернативных маршрута. Можно ли направить каждый поток по
	отдельному маршруту?

	Практическая работа №1. Оценка показателей качества
	функционирования комплексной системы защиты информации на предприятии: физическое проникновение.
	1. Какие части документа относятся к вопросам защиты информации?
	2. Что такое CISQ?
	3. Что показывают комментарии к данному документу?
	4. Как менялся текст нормативного акта с момента его создания по настоящее время?
	5. Анализ методик и технологий управления рисками.
	6. Раскройте качественные методики управления рисками.
	7. Какие количественные методики управления рисками вы знаете?
	8. Опишите метод CRAMM.
	9. Раскройте важность и сложность проблемы информационной безопасности.
	10. Задачи комитета технической безопасности ETSI.
	Практическая работа №2. Определение показателей защищенности информации при несанкционированном доступе.
	1. В чем заключается сложность функционального построения
	системы защиты объекта информатизации? Приведите примеры.
	2. Приведите формулу для вычисления величины Ротки), прокомментируйте ее.
	3. Приведите примеры многозвенной системы защиты объекта информатизации.
	4. Прокомментируйте выражение для определения прочности
	многозвенной защиты при противостоянии одному нарушителю.
	5. Прокомментируйте выражение для определения прочности
	многозвенной защиты при противостоянии нескольким нарушителю.
	6. Какие выводы можно сделать, если прочность слабейшего звена
	защиты удовлетворяет предъявленным требованиям оболочки защиты в целом?
	7. Какие меры повышения прочности защиты можно
	порекомендовать, если звено защиты не удовлетворяет предъявленным
	требованиям?
	8. Каким образом система будет способствовать целям бизнеса?
	9. Требует ли разработка системы технологии, которая до этого не использовалась в организации?
	10. Что должен включать отчет по результатам оценки CASEсредств?
	11. Какие этапы оценки вы знаете?
	12. Опишите рамки информационной безопасности NIST (NIST CSF).
	Практическая работа №3. Критерии оценки и выбора CASE-средств.
	1. Сколько поколения CASE-средств существует? Опишите их.
	2. Какие требования предъявляются к CASE-средствам?
	3. Какие направления развития CASE-средств используются наиболее интенсивно?
	4. По каким критериям оценивается CASE-средство для UML?
	5. Как делятся CASE-средства по функциональному назначению?
	6. Опишите архитектуру CASE-средств.
	7. Опишите виды классификации CASE-средств.
	8. Охарактеризуйте критерии выбора CASE-средств.
	9. Какие текущие проблемы существуют в организации и как новая
	система поможет их решить?
	10. Опишите этапы программы оценки соответствия ИБ.
	Практическая работа №4. Составление обзорного документа по сертифицированным продуктам в заданной области информационной безопасности.
	1. Как проводится сертификация средств защиты информации?
	2. Что показывают характеристики данного средства защиты?
	3. Какой регулятор контролирует данную область информационной безопасности?
	4. Проекты международных стандартов по облачным вычислениям.
	5. Опишите стандарты и руководства США.
	6. Общая картина введенных в действие и ожидаемых в ближайшее
	время стандартов и руководств в области облачных вычислений.
	7. Российская стандартизация облачных вычислений и ее проблемы и пути решения.
	8. Что произойдет с организацией, если система не будет введена в эксплуатацию?
	9. Какая основная информация содержится в сертификате?
	Контрольная точка в форме коллоквиума (устная).
	Контрольная точка - в форме лабораторных работ (письменная).
	ПРИМЕРНАЯ ТЕМАТИКА РЕФЕРАТОВ
	1.Задачи аналитической работы в сфере защиты информации;
	2. Источники, угрозы, каналы распространения и утраты конфиденциальной информации;
	3. Задачи аналитической работы по выявлению угроз и каналов утраты конфиденциальной информации;
	4. Критерии целесообразности защиты информации;
	5. Направления использования результатов аналитической работы для формирования
	системы защиты информации.
	6. Направления классификации информационных ресурсов в предпринимательской сфере;
	7. Критерии ценности, полезности и конфиденциальности информации;
	8. Содержание процедуры разработки перечня ценных и конфиденциальных сведений;
	9. Содержание процедуры ведения перечня ценных и конфиденциальных сведений;
	10. Назначение и содержание перечня конфиденциальных документов фирмы
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